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Abstract

Cybercrime has increased significantly, recently, as a result of both individual and
group criminal practice, and is now a threat to individuals, organisations, and demo-
cratic systems worldwide. However, cybercrime raises two main challenges for legal
systems: firstly, because cybercriminals operate online, cybercrime spans beyond the
boundaries of specific jurisdictions, which constrains the operation of the police and,
subsequently, the conviction of the perpetrators; secondly, since cybercriminals can
operate from anywhere in the world, law enforcement agencies struggle to identify
the origin of the communications, especially when obfuscation strategies are used,
e.g. dark web fora. Nevertheless, cybercriminals inherently use language to com-
municate, so the linguistic analysis of suspect communications is particularly help-
ful in deterring cybercriminal practice. This article reports the potential of forensic
translation in the fight against cybercrime. Although the term ‘forensic translation’
is typically understood as a synonym of ‘legal translation’, it is argued that the impli-
cations of forensic translation span beyond those of legal translation, to include anal-
yses of language rights, of the right to interpretation and translation in legal proce-
dures (in the EU), or even investigative and intelligence practices. Translation is a
pervasive activity that is conducted, not only by professional translators, but also by
lay speakers of language, often using machine translation systems. The ease of use
of the latter makes it particularly suitable for cross-border criminal (e.g. extortion
or fraud) and cybercriminal communications (e.g. cybertrespass, cyberfraud, cyber-
piracy, cyberporn or child online porn, cyberviolence or cyberstalking). This article
presents the results of the analysis of cybercriminal communications from a forensic
translation perspective. It demonstrates that translation is frequently used to spread
cybercriminal communications, and that reverse-engineering the translational proce-
dure will assist law enforcement agencies in narrowing down their pool of suspects
and, consequently, deter cybercriminal threats.
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1 Introduction

Technology has long been part of the history of Humanity; ever since the early
development of artefacts, humans have constantly produced new tools, methods,
and techniques to make their daily tasks easier and communication more effi-
cient. In language, this evolved from the invention of writing to the invention of
the printing press, the telegram, and the telephone, all of which allowed com-
munication worldwide, speedily and massively, first in written and then in spo-
ken form. Technological progress followed by the massification of the Internet,
which allowed billions of people worldwide to post messages systematically—in
a way “that was previously confined to mass media and governments” ([31], p.
5). The massification of smartphones that followed grouped all these inventions
and placed them in the hands of users ([31], p. 5). Consequently, the techno-
logical developments of the last decades have been particularly evident and have
attracted general interest and attention, given the communication possibilities that
technology has enabled and offered to common users.

Currently, anyone virtually anywhere is offered the possibility of communicat-
ing with practically anyone else instantly and multimodally. While the computer
technologies used some decades ago allowed users with access to a computer and
to the Internet to communicate via instant messaging services, the communica-
tion potential of these technologies was limited; not only was communication ini-
tially restricted to writing, but also instant messaging was far from being instan-
taneous, which sometimes originated minor or awkward misunderstandings, but
often led to critical issues of miscommunication, including serious quarrels with
interlocutors. This scenario changed dramatically over the last decades: as lan-
guage technology has become more reliable and sophisticated, true real-time
communication was enabled, which allowed users to employ a range of different
modes, including text, voice, image, and video, simultaneously and instantane-
ously, and at a very low or no cost.

Technological developments, in general, and the developments in language
technology, in particular, are likely to evolve even more significantly and faster
in the near future. As hardware is powered with new capabilities, language tech-
nology will no longer be confined to mobile devices, but rather increasingly
integrated with our senses [31]. This, in turn, offers more convenience, flexibil-
ity and accessibility, as users can now perform tasks on their phones via sim-
ple voice commands, get directions, ask about the weather, monitor traffic, and
even use domotics to control home appliances, in addition to performing several
other sophisticated tasks enabled by the Internet of Things (IoT). However, con-
venience and accessibility usually come at a cost, even if apparently technology is
provided for free. One of the main and more critical costs is cybercrime.

Cybercrime has increased significantly in recent years, in no small part due to
the technological advances of the last decades [41]. The massification of mobile
devices, and the possibility of using those devices at almost any given time and
place, has powered citizens to post and publish the information that they value
the most [37] instantly. However, this widespread access to and use of connected
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devices to exchange, publish and post whatever they like has also exposed users
to more cybernetic attacks; new opportunities for cybercriminal practice emerged
from this technological possibility which are explored by offenders. As more—
and more sophisticated—technology is introduced, cybercriminals dedicate them-
selves to exploring three types of weaknesses: system, processes and user vul-
nerabilities. That is the case of the IoT. When they go online, users frequently
expose themselves by sharing personal or identifying information (voluntarily or
upon solicitation by a third party), or by failing to adopt safe procedures online,
which makes them vulnerable to attacks. Additionally, these personal vulnerabili-
ties are often exploited by attackers in combination with technical vulnerabilities,
i.e., glitches in the technology that allow cybercriminals to gain illegal access to
confidential information and often full control over the users’ systems. Common
examples of cybercriminal activities that result from the exploitation of these
vulnerabilities include, among many others, identity theft, unauthorised access
to confidential information, theft of credit card details, bank account details and
financial information, and extortion.

As has been previously explained [37], one instance where both vulnerabilities
were highly explored by cybercriminals was the worldwide lockdown due to the
covid-19 pandemic. As the world gradually came to a shutdown just after the virus
outbreak, social, educational, and professional activities that used to take place in-
person had to move online, and this represented an overload for systems, including
internet service providers, and software, in particular online meeting and streaming
platforms. The need to quickly make available sufficiently robust systems to cope
with the massive adoption of the online tools and resources required resulted in the
launch of operational versions of software that had not been thoroughly tested. At
the same time, the psychological strain placed on users to quick adapt to ‘the new
normal’ life online allowed cybercriminals to explore those technological, proce-
dural and user vulnerabilities [21, 29]. Although states all over the world have long
ended general lockdowns due to the pandemic, a significant portion of activities that
used to take place in person and moved online during the pandemic have remained
online since, either for reasons of convenience, cost-effectiveness, or due to eco-
friendliness. The high volume of online activities therefore remains a fruitful ground
for cybercriminals, who continue to explore the vulnerabilities found in systems,
processes, or users to prey on both individuals and organisations.

Unsurprisingly, cybercrime remains a threat to individuals, organisations, and
democratic systems worldwide, and can be undertaken either by individuals, inde-
pendently, or collectively, by organised and non-organised groups. Individual cyber-
criminal activities are usually undertaken by one person, typically a hacker, who acts
on their own behalf for personal gain and out of their own motivation; cybercrimi-
nal activities undertaken collectively habitually target organisations, companies, or
individuals based on their class characteristics. An example of the latter is ransom-
ware, which consists of installing a type of cryptovirological malware in the victim’s
system and threatening to publish the victim’s personal data, or permanently block
access to—or destroy—the data (in this case, via cryptoviral extortion) until a ran-
som is paid. Although extensive research has been conducted, and measures have
been adopted by national and international law enforcement agencies to combat it
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[10, 41], the fight against cybercriminal threats and activities remains a serious chal-
lenge for law enforcement and legal systems worldwide, owing in particular to the
very nature of cybercriminal threats and activities: they occur in cyberspace.

Firstly, because cybercriminals operate online, their threats and activities span
beyond the boundaries of individual jurisdictions. Indeed, cybercrime is largely a
form of transnational crime, as cybercriminals often operate from one country to
prey on victims who may be located in different countries all over the world. This
significantly constrains the investigation, policing and deterrence of those threats
and activities, as well as the conviction of the perpetrators because, on the one hand
the different layers of communication make it very difficult and complex to posi-
tively identify the offenders, and, on the other, legal cooperation across jurisdictions,
at a transnational level, raises particular challenges to jurisdictions that are, in sev-
eral instances, very difficult to overcome. Secondly, since cybercriminals operate
in the cybernetic world—a world with no jurisdiction—, they have the potential to
operate geographically from anywhere in the world, which gives them a competitive
advantage over law enforcement. This, together with the sophisticated technological
means that they use, including obfuscation strategies, dark web fora and stealth tech-
nologies, leads law enforcement agencies into struggling to identify the origin of the
communications, or even to build a pool of suspects to investigate further. In fact,
some of the tactics and strategies employed in the past by enforcement officers to
override criminal systems used by criminals, such as traffic interception, GPS track-
ers and IP trackers, as well as standard methods like traditional undercover actions,
have become obsolete by the increasing use of new obfuscation possibilities and
heavily encrypted systems, such as the ones offered by the dark net.

Traditionally, cybercrime has been investigated based on computer forensics [33],
notwithstanding the fact that cybercriminals tend to be at least one step ahead of law
enforcement agencies: typically, cybercriminals resort to technological innovation
when practising technology-enabled (online) crimes, and so they frequently have
access to more sophisticated technology than police investigators. It is therefore rea-
sonable to believe that, despite the advances in computer forensics, computational
approaches alone are likely to have a very limited effectiveness in deterring cyber-
criminal offences. Conversely, linguistic analyses have an extraordinary potential to
support the fight against cybercrime. This builds on the assumption that cybercrim-
inals inherently use language to communicate, whether for purposes of extortion,
fraud, ransomware, or other. Therefore, the linguistic analysis of suspect commu-
nications is particularly helpful in deterring cybercriminal practice, since it has the
potential, not only to attribute authorship of a questioned, anonymous text, to one
particular author from a pool of suspect authors, but also to establish the linguistic
profiling of the anonymous author, in case a pool of suspects is absent. In this case,
the forensic linguistic analysis has the potential to establish sociolinguistic features
of the author(s) of the criminal text to determine the type of person who wrote the
text based on the language that they use. Sociolinguistic profiling includes establish-
ing whether the authors are native speakers of the language and, should that not be
the case, determining their native language. This methodology is crucial in cyber-
criminal cases, because, as will be shown, a significant volume of cybercrime con-
sists of cross-border criminal activities and is currently conducted transnationally.
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Hence, since cybercriminal communications are typically formulated in one lan-
guage and subsequently translated into the language of the respective jurisdiction,
a forensic translation approach, which consists of a forensic linguistic analysis of
the texts in combination with a detailed translational grounding, is required to fight
against cybercrime. Moreover, as will be shown, language is resistant to the con-
scious control of the authors [7], who ignore its identifying potential.

This article thus presents the novel concept of forensic translation and discusses
its potential for cybercriminal investigation and deterrence. In the following section,
a definition of cybercrime is presented, followed by a discussion of linguistic analy-
sis in cybercrime deterrence. The subsequent section makes the case for forensic
translation. Next, three applications of forensic translation are presented: a case of
translingual plagiarism detection and analysis, a case of sociolinguistic profiling,
and an example of forensic translation, sociolinguistic profiling, and cybercrime.

2 Defining Cybercrime

Cybercrime can be briefly defined as a type of technology-enabled (online) crime,
which has been treated over the years as traditional crime, with the exception that
it takes place online. Wall [40], for example, proposes a typology of cybercrime
consisting of four categories that replicate the traditional, offline types of crime:
trespass, deception and theft, porn, and violence. Wall’s typology, however, adapts
these categories to reflect the characteristics of the online environment. The first
of these is cyber-trespass, which includes trespassing ownership in online environ-
ments, such as unauthorised access to passwords, identity theft, or destruction of
sensitive information. The second type of cybercrime is cyber-deception and cyber-
theft, which consists of securing illegal access to information and materials online,
including theft of intellectual property online and digital piracy. The third category
is cyber-porn, which consists of illegally using pornographic contents, such as unau-
thorised use of nudity, sexual exploration (including child pornography), and the
so-called ‘revenge porn’. The last category, cyber-violence, incorporates activities
that may cause physical and emotional trauma, or even death, including perjury,
defamation and threatening online, dissemination of dangerous or harmful contents,
harassment online, cyber-bullying and cyber-stalking, and incitement to hatred and
violence by spreading hate speech.

In this sense, cybercrime has traditionally been considered as part of a virtual
vs. real criminal practice binary, and hence a type of virtual crime that mimics and
adapts reality, notwithstanding the fact that it cannot be considered to simply mimic
the real; instead, activities taking place in the virtual world clearly have an impact
on physical and geographic reality [16, 17]. A notable example of this impact is the
case of sharing dangerous information and materials. Let us consider a case where
cybercriminals share information online about how to produce improvised explosive
devices (IEDs). If someone uses that information to materially produce a bomb and
makes it go off, then sharing the illegal contents online cannot be considered to be
simply an online activity, as the impact of the explosion will demonstrate. This clari-
fication is crucial to address cybercriminal activities in all their complexity.

@ Springer



1328 R. Sousa-Silva

In the European Union, the Directorate-General for Migration and Home Affairs
acknowledges that, as many types of traditional crimes, including terrorism, traffick-
ing in human beings, drug trafficking, and child sexual abuse have either moved or
are facilitated online, most criminal investigations require a digital component. Con-
sequently, the European Union has designed laws and adopted actions that aim to
improve the prevention and foster the investigation and prosecution of cybercrime,
until now, with a focus on child sexual exploitation. For that end, the Union has
adopted measures to promote capacity-building of law enforcement and the judici-
ary and encouraged work with the industry to empower and protect citizens.

In this context, the Directorate-General for Migration and Home Affairs of the
European Commission defines cybercrime as “criminal acts committed online by
using electronic communications networks and information systems”,! and empha-
sises that cybercrime is a borderless issue that can be structured into three catego-
ries: (a) crimes specific to the internet: this includes attacks against information
systems, as well as spoofing and phishing activities, e.g. provision of fake bank web-
sites to illegally obtain users’ personal data, notably usernames and passwords, and
thus gain access to victims’ bank accounts; (b) online fraud and forgery: this cat-
egory of cybercrime consists of large-scale fraudulent activities, which include, but
are not limited to, identity theft, phishing, spam and malicious code; and (c) illegal
online content: this category of cybercrime incorporates child sexual abuse material,
incitement to racial hatred, incitement to terrorist acts and hate speech, including
glorification of violence, terrorism, racism, and xenophobia.

As cybercriminal activities have become more sophisticated, so have definitions
of cybercrime been revised, as is understandable, given the need to address the
cybercrime phenomenon in all its complexity. Thus, although the typology proposed
by Wall over 20 years ago has made a significant contribution to understanding the
intricate levels of cybercriminal practice, the nature of cybercriminal activities has
changed and adapted to the new functionalities offered by technology, in particular
language technology. In addition to the deployment of more robust systems to coun-
ter cyberattacks, and the cybercriminals’ successful attempts to override them, more
immersive and accessible language technologies, offered across an increasing num-
ber of platforms, have made more communication possibilities available to users,
and this, in turn, has not only offered more vulnerability opportunities for cyber-
criminals to explore, but has also converted common users of technology (typically,
victims) into offenders.

Cybercriminal behaviour of this kind is largely encouraged by technology, since
online interaction frequently gives users the impression that they are not interact-
ing in the ‘real’ world, but instead somewhere in a virtual space that allows them
to ‘hide’ behind a computer screen or smartphone, and consequently post, publish,
comment, offend, harass, bully, or otherwise prevaricate in a way that most would
be hesitant to do in instances of in-person, face-to-face communication. Addition-
ally, online interaction is no longer limited by language boundaries. Whereas, in the

! Migration and Home Affairs, European Union, Cybercrime, available at https://home-affairs.ec.europa.
eu/policies/internal-security/cybercrime_en, last accessed 16 October 2023.
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past, users were only able to communicate in a language that they could speak, or at
least understand minimally, current language technology, powered by sophisticated
machine translation engines, allows users to communicate with anyone, even with
other users that do not share the same language skills. This translation technology is
not exclusive of online applications, and is also available for use in live, in-person
contexts. For instance, anyone can use a smartphone app to record what their inter-
locutor is saying, transcribe their words, translate them to their own language, reply,
translate the reply back to the interlocutor’s language and play the reply so that the
interlocutor can listen to it. Nevertheless, this technology is easier to use in online
scenarios, as platforms (e.g. social media) allow the users to automatically translate
the messages, posts and publications of users with whom they interact. The simple
fact that this procedure is smoother and less awkward than the one required in face-
to-face interaction encourages a higher degree of engagement and hence interaction
between users. Consequently, language takes on a pivotal role, not only in monolin-
gual, same language communication settings, but also in multilingual communica-
tion contexts. Thus, another layer of complexity is added to cybercriminal investiga-
tions, as technology moves from the means of committing cybercriminal activities
to playing an active role in producing cybercriminal acts. This is a setting that law
enforcement has so far overlooked, neglected, and/or underestimated.

Indeed, law enforcement agencies have traditionally (and understandably) focused
on large-scale, highly critical cybercriminal activities, while backgrounding less
critical, yet still serious offences against fellow citizens. Examples of these cyber-
criminal activities include the attacks described in Wall’s ‘cyber-violence’ category,
such as perjury, defamation and threatening online, dissemination of dangerous or
harmful contents, harassment online, cyber-bullying and cyber-stalking, and incite-
ment to hatred and violence by spreading hate speech. Although these activities
are not at a level that may be considered as critical as, e.g., terrorism, their impact
may be nefarious, as they have the potential to cause physical and emotional harm,
trauma, or even death.

In this context, as has been argued, computer forensics has made a significant
contribution to deterring cybercriminal activities, but this approach has been una-
ble to address cybercrime to its full extent. While significant investments have been
made in human, technical, training and financial resources to help law enforcement
agencies combat cybercrime, an important aspect has been ignored: the analysis
of language used by cybercriminals to communicate. It is a safe assumption that
most instances of cybercriminal activity involve communication, and consequently,
cybercriminals use language in their criminal practice. By doing so, offenders are
unaware that language use enables their positive identification, much like, meta-
phorically speaking, a ‘linguistic fingerprint’. As has been theoretically argued and
empirically demonstrated [6, 13], every speaker of a language uses that language
idiosyncratically, which distinguishes their use of language from how other speakers
of the language use it. However, despite this potential, little attention has been paid
to language in cybercriminal communications [38]: in many jurisdictions, forensic
linguistic analysis has been scarcely used to provide evidence and/or assistance to
the forensic investigation, and in jurisdictions where linguistic analysis has been
considered in forensic contexts, its application to cybercriminal settings has been
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insufficient, which is often due to the lack of awareness of the law enforcement com-
munity. Thus, although linguistic analysis of suspect communications is essential
to deter cybercriminal practices, that application potential has been underestimated.

3 Linguistic Analysis for Cybercrime Deterrence

Language is commonly seen as a means that humans use to communicate. However,
as Finegan [9] convincingly recalled, language is more than an arbitrary communi-
cation system; it is a system that speakers, writers and users of sign language explore
with one aim, i.e. to do things, more than simply using it to announce, describe,
or discuss things. Therefore, as they use language, speakers and writers “do things
with words” [2]; they perform actions that would not otherwise be performed. This
includes actions that typically bear a positive connotation, such as apologising,
thanking, or congratulating, but, in cybercriminal contexts, language also has the
power to threaten, harass, bully, or extort, among others. As Ainsworth [1] clearly
put it, “language is the faculty more than any other that makes us human” (p. 30),
and, thus, language use provides a clear reflection of whom the speakers or writers
are. It is a shared principle among different linguistic theories that every speaker of
a language has their own, unique way of using language, i.e. their own idiolect [6].
In other words, although speakers and writers of a specific community or country
may learn a language from the same books, and vocabulary from the same diction-
aries, their use of language is idiosyncratic, which means, as has been empirically
demonstrated (see, e.g., [13]), that every speaker of a language makes a distinct use
of that particular language.

Based on this theoretical, but empirically demonstrated principle, it is then pos-
sible to identify a speaker or writer by the language that they use. This is the main
assumption underlying forensic authorship analysis, the branch of forensic linguis-
tics that consists of analysing texts to establish, confirm, or discard a speaker or
writer as the most likely author of a questioned text. Therefore, understanding lan-
guage and how it works is the best practical way to draw theoretically sound con-
clusions from empirical analysis of texts, and, in cybercriminal contexts, positively
identify the offenders by the language that they use.

Forensic linguistics, which consists of applying linguistic analyses in forensic
contexts, has been a focus of research into linguistics, especially over the last four
decades and particularly in English-speaking countries, although the area has mean-
while come of age across several other countries. The term ‘forensic linguistics’ has
been used both in a narrow and in a broad sense, although some linguists prefer to
use the term in the narrow sense, while saving the term ‘language and law’ to refer
to forensic linguistics in a broad sense.

Therefore, in a broad sense, forensic linguistics usually subsumes three sub-
areas: (i) the written language of the law; (ii) the study of interaction in the legal
process; and (iii) language as evidence [7, 22]. Alternatively, some authors divide
the discipline into the following three sub-areas: (i) the language of the law; (ii) the
language of the court; and (iii) forensic linguistic evidence [12]. The International
Association for Forensic and Legal Linguistics (IAFLL) divides the discipline into
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the following three sub-areas: (a) language and law; (b) language in the legal pro-
cess; and (c) language as evidence.” The first of these sub-areas, language and law,
includes approaches to legislation, comprehensibility of legal documents, analysis
and interpretation of legal texts, study of legal genres, history of legal languages,
legal discourse, multilingual matters in legal contexts, discourse analysis of legal
resources, language and disadvantage before the law, language minorities and the
legal system, language rights, power and the law, and intercultural matters and
mediation in legal contexts. The second sub-area, language in the legal process,
includes research and analysis of interviews with vulnerable witnesses, communica-
tive challenges of vulnerable witnesses, police interviews, investigative interview-
ing, language testing of asylum seekers, bilingual courtrooms and second-language
issues, courtroom interpreting, courtroom interaction, courtroom translation, court-
room language, police language, prison language, and language addressed to judge
and jury in common and civil law courtrooms. Finally, the third sub-area, language
as evidence, includes authorship analysis and attribution, analysis and detection of
plagiarism, speaker identification and voice comparison, corpora compilation (e.g.
statements, confessions, suicide notes), authorship profiling, consumer product
warnings, trademark and contract disputes, defamation, product liability, deceptive
trade practices, and copyright infringement.

The narrow definition of forensic linguistics restricts the discipline to the third
sub-area only, language as evidence, i.e., to instances where linguistic analysis is
used to assist the investigative or evidential process. By this token, forensic linguis-
tic analysis is used both to assist law enforcement agencies in their investigation
and to provide evidence in courts of law. However, forensic linguistic analyses are
also common outside courts of law and law enforcement agencies. A notable exam-
ple of this is its potential to assist universities in establishing whether someone has
plagiarised.

In cybercriminal contexts, the sub-area that is of highest relevance is the third
one, language as evidence (that is, forensic linguistics in a narrow sense). Linguistic
evidence, in particular authorship analysis, sociolinguistic profiling, and analysis of
disputed meanings, will assist law enforcement, both by providing useful informa-
tion for the investigation, and by providing evidence in courts of law. By establishing
the sociolinguistic profiling of anonymous authors, linguists conduct an analysis of
the language used in those texts to provide some clues to the investigation regarding
the type of sociolinguistic person that has written the text. Sociolinguistic profiling,
which is distinct from psychological profiling, does not aim to determine the psy-
chological state or characteristics of the authors of the anonymous texts, but rather
to identify features in the text that can be used as an indication of some sociodemo-
graphic characteristics of the writer, including age group, level of education, socio-
economic status, sex/gender, geographical origin, or whether the author is a native
speaker of the language, and, in case they are a non-native speaker, their native
language. Sociolinguistic profiling is especially useful to the investigative process

2 The International Association for Forensic and Legal Linguistics, Forensic Linguistics, available at
https://iafll.org/forensic-linguistics/, last accessed 15 October 2023.
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because it allows the investigators to narrow down the pool of suspects, when in the
absence of specific suspects, and gear the investigation in the right direction.

Conversely, forensic authorship analysis is performed when the police have one
or more suspects, in which case the linguist’s task is to analyse the text(s) of ques-
tioned authorship (usually, anonymous or known to have been forged), alongside the
texts whose authorship is known, and compare the samples to: (a) confirm that the
text has been produced by a particular suspect; (b) discard one of the suspects as the
possible author of the questioned texts; or (c) attribute the text to one author from a
small set of authors.

Forensic authorship analysis is grounded on the principle of idiolect that, as
speakers of a language, we make a distinctive use of the language that we all speak,
and that use distinguishes us from other speakers. Hence, it is the forensic linguist’s
task to identify markers (i.e., patterns of the language used in the questioned texts)
that are sufficiently discriminant, that is, features that reveal someone’s writing
style, and which are identifying of the most potential suspect. Methodologically, this
requires the linguist to find patterns in the text that are used consistently in the texts
of known authorship, and which are distinctive when compared to the patterns found
in the texts written by the other suspects. A positive identification takes place when
a set of patterns used consistently in the questioned document matches an identical
set of patterns used consistently by one of the suspects. On the contrary, if one or
more authors reveal stylistic patterns that are distinct from the questioned texts, it
is likely that they are not the author(s) of the questioned texts. Forensic authorship
analysis is thus crucial in cases of cybercriminal communications, e.g., to positively
identify a suspect by the language that they use, and subsequently explain and jus-
tify their findings to support evidence-based decision-making.

Another application of forensic linguistics is the analysis of disputed meanings.
Traditionally, criminals were known to use coded language to communicate, but
over time, as the codes became easier to crack, communication among criminals
became more sophisticated, subtle, and volatile. Additionally, although speakers of
a language are trained to draw meaning from words from a very young age, in social
contexts, meaning making is far more complex, and so is meaning understanding.
Firstly, words frequently have several different meanings, represented by different
entries in dictionaries. Therefore, the meaning drawn from such words does not nec-
essarily match their predominant meaning. Secondly, in social interaction, it is fre-
quent that meaning can only be inferred from the context, which requires an assess-
ment of the interlocutors, the setting, the communicative situation, as well as aspects
such as background and social distance, among other elements. A linguistic analysis
built on principles of pragmatics is thus essential to establish, not only the com-
municative intentions of the interlocutors, but also the intended and/or face value
meaning of the disputed text. The forensic linguistic analysis of disputed meanings
is highly relevant, for instance, in cases of hate speech, defamation, cyber-bullying,
or incitement to hatred, violence or terrorism.

Altogether, these three applications of forensic linguistics are crucial to inves-
tigating and giving evidence in cybercriminal cases. However, given the changes
operated in cybercrime in recent years, which made it an increasingly transnational,
cross-border issue, forensic linguistic analyses alone are likely to have a limited
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impact on the investigative and evidential process; due to the use of translation
methods and translation systems, traditional monolingual approaches to cybercrimi-
nal texts are no longer sufficient. Instead, a forensic translation approach is required.

4 The Case for Forensic Translation

Translation studies have been an area of research, including from the perspective of
religions and subjectivities, from an early age, although most of those studies have
theorised about translation [4]. In classical antiquity, for instance, Horace showed
an interest in the concept of fidus interpres to discuss the principle of faithfulness.
For him, a faithful translator is the one who renders the translation word for word,
so as not to deviate from the original; a good translator is thus the one who is to be
trusted, the one who does a timely job, to the satisfaction of both parties.

Later, St. Jerome shifted the focus of translation studies to the translation of the
Bible. As this task revolved around an attempt to proceed with evangelisation, the
translator was required to be faithful to the source language text, which contained the
word of God. Therefore, little interference from the translator was to be expected, so
the text was translated linearly and mechanically to the target language text, ideally
establishing a match whereby one word in the source text would correspond to one
word in the target text. As a result, at least in theory, anyone with access to a diction-
ary or to a word list should be able to translate the source text.

At a later stage, Schleiermacher shifted the focus to equivalence, and argued that
this is a strategy to make sure that the translation is received in optimal conditions.
The author believed that translation should enable the reader to have a gist of the
language behind the original text, whereby ‘oddness’ in text resulting from the inter-
lingual influence of the source text should be retained. In this sense, a translation
should read like a translation to enable the reader to grasp the creative essence of
the original text. Unlike previous approaches to translation theories, Schleiermacher
argued that the translator had permission to take control over the text.

The fact that most of these classical translation theories focused on the translation
of biblical or literary texts is not only apparent; traditionally, little attention has been
paid by translation theories to technical and scientific translation, the translation of
specialised language/ language for special purposes (LSP) texts, and these have to
some extent encouraged and informed more contemporary translation theories [11].

Currently, translation of specialised language is a field of research on its own,
with institutions worldwide promoting it. The European Union stands out as an
example of those institutions: with 24 official languages (Bulgarian, Croatian,
Czech, Danish, Dutch, English, Estonian, Finnish, French, German, Greek, Hun-
garian, Irish, Italian, Latvian, Lithuanian, Maltese, Polish, Portuguese, Romanian,
Slovak, Slovenian, Spanish and Swedish), the Union states its aim to promote its
cultural and linguistic diversity; hence, since the languages spoken in the different
EU countries are part of the European cultural heritage, the EU attempts to support
multilingualism not only in the work of its institutions and in its programmes, but
also in its legal framework, including rules and regulations.
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In tandem with these policies to support multilingualism across the member
states, the Union has adopted several measures to legally protect EU citizens, no
matter in which member state they are. Two examples are the Directive 2010/64/
EU of the European Parliament and of the Council of 20 October 2010 on the right
to interpretation and translation in criminal proceedings, and the Directive 2012/29/
EU of the European Parliament and of the Council of 25 October 2012 establishing
minimum standards on the rights, support, and protection of victims of crime. The
two directives, although in a different way, grant citizens of the European Union the
right to have access to translation and interpreting in criminal proceedings, regard-
less of the EU member state where they are and of their member state of origin.
Similarly, EU citizens who are victims of crime have the right to be informed in
their own language, wherever they are in the European Union.

Another salient example of the high importance of—and significant attention paid
to—translation is the Court of Justice of the European Union (CJEU).? The CJEU is
responsible for interpreting EU law so as to enforce its consistent application across
all EU countries. The court typically settles legal disputes between national govern-
ments and EU institutions, but it can also be used by EU citizens, companies or
organisations who feel that their rights have been infringed to take action against
an EU institution. In order to ensure equal treatment and to guarantee that a call for
action is interpreted appropriately, the court employs a large number of translators.

Both the CJEU and the directives 2010/64/EU and 2012/29/EU of the European
Parliament and of the Council are examples of legal translation, i.e. the professional
translation of legal texts. Translation and its sibling, interpreting, have long been
applied in legal contexts, and hence they have been subject of in-depth research. The
special nature of legal texts, their conceptual specificity, their linguistic and termino-
logical complexity, their function, and the degree of accuracy that they require make
legal translation particularly apt to be a field of enquiry on its own.

According to Sarcevié [30], the need for legal translation has increased consist-
ently over the years. This need, she admits, arises, to a large extent, from the need
that legal professionals have of communicating across an increasing variety of mul-
tilingual and multicultural settings. Hence, legal translation, she argues, is “an act
of communication across legal, language and cultural barriers enabling the law to
function in more than one language at national, international, and supranational lev-
els” (p. 187). However, if translation in general is extremely challenging, legal trans-
lation is even more so, not only because, as Sarcevi¢ argues, the translator is faced
with the need to handle the “inherent incongruity of legal systems, cultures, and
languages” (p. 187), but also because legal systems, which are aimed to reflect the
moral values of the respective society, build upon systems of conceptualisation that
are not always easy to convey in another language. Hence, since establishing equiva-
lence between legal texts across different languages is nearly impossible, translators
succeeding in doing so are sometimes believed to operate a miracle [18].

3 Court of Justice of the European Union, available at https:/european-union.europa.eu/institutions-law-
budget/institutions-and-bodies/search-all-eu-institutions-and-bodies/court-justice-european-union-cjeu_
en, last accessed 20 October 2023.
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Saréevi¢ rejects the need for the translator’s ability to perform miracles; she
builds upon Weigand’s concept of ‘terminological bridges’ [42] to argue that all that
translators need to perform a proper job as legal translators, and thus compensate
for conceptual incongruity, is to have the legal expertise and the cultural sensitiv-
ity to use language effectively. This, of course, does not come without difficulties,
including, among others: managing the approximation of versions of texts in dif-
ferent languages in multilingual jurisprudence, which has the potential to produce
discrepancies between language versions and consequently jeopardise the uniform
application of the law (as is notably the case of the one produced by the CJEU) [23];
understanding and accounting for the linguistic and cultural compromises involved
in law making, and its inherent ambiguity [24]; choosing the more appropriate trans-
lation method, e.g. a teleological or a literal interpretive method [3]; understanding
the concept of the translator’s (in)visibility in legal translation [25]; or understand-
ing the complexities of translating phraseology [28] or coerciveness in the court [5],
among many others. Hence, legal translation implies a focus, not only on language,
but also on terminology and on systems of conceptualisation.

Although legal translation and interpreting have been widely studied, even if
from considerably different perspectives, most research has focused on the role of
translation and translators in court settings, or of texts of legal nature, from the most
theoretical and philosophical challenges to the operational difficulties. Conversely,
little attention has been paid to translation in other legal settings, with the excep-
tion of interpreting in law enforcement contexts outside the courtroom, e.g. in police
interaction [19] or unrepresented litigants in cases of small claims and private fam-
ily proceedings [14]. However, the applications of specialised translation in forensic
contexts span far beyond the court and police settings, and have an extraordinary
potential as an investigative tool. This calls for a new term: ‘forensic translation’.
Forensic translation consists of applying translation studies, theories, knowledge,
methods and techniques to forensic contexts, including for investigative and eviden-
tial purposes.

The concepts of legal translation and forensic translation share some features,
including the aim of translating texts that have legal implications, and this explains
why the two are often confused. However, they are different when analysed in detail.
Contrary to legal translation, which can be circumscribed to the translation of legal
texts (even if for judicial, normative, or informative purposes) or any texts to be
used in the legal system, forensic translation applies to any text of virtually any type
or genre for forensic purposes. One clear difference between the two is that legal
translation handles documents such as proof of identity or contracts, among others,
which have an inherently legal nature, but are of little interest for forensic trans-
lation; conversely, forensic translation has an interest in any document or commu-
nication that may be relevant for forensic purposes (although those documents or
communications may not be of a legal nature, or may even be irrelevant for different
legal systems).

The need for multilingual communication in legal settings has contributed
to establishing a direct relationship between translation and the law (calling for
legal translation), which demands competences and skills in translation, technol-
ogy, service provision, in addition to personal and interpersonal skills, as well as
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Fig. 1 The tripartite model of Translation
forensic translation

Law [Forensic]
Linguistics

cultural knowledge and, of course, language. Therefore, in this multidisciplinary
scenario, linguistic and sociolinguistic competences and skills are only part of the
translator’s task, and not always the focus of attention.

Forensic translation, on the contrary, allows the expert to focus on the linguis-
tic analysis of suspect, illegal, criminal, or otherwise immoral texts, supported
by the theoretical and operational knowledge offered by translation studies, as
well as by legal studies. Altogether, this framework allows the analyst to make
theoretically grounded, and evidence-based conclusions about the nature, ori-
gin, or authorship of those questioned texts. Applications of forensic translation
thus include, but are not limited to, providing assistance to analyses of language
rights, monitoring the application of the right to interpretation and translation
in legal procedures (in the European Union), forensic analysis of plagiarism, or
to assist in investigative and intelligence processes, e.g. by analysing disputed
meanings, attributing authorship of suspect texts, or establishing the sociolinguis-
tic profiling of the authors of problem texts. The latter are common approaches to
assist the investigation in cybercriminal communications. In summary, in forensic
translation scenarios, the traditional bilateral relationship between translation and
the law is replaced with a tripartite model, whereby a relationship is established
between language and the law (forensic linguistics), law and translation, and
translation and forensic linguistics. This tripartite model is illustrated in Fig. 1.

Similarly to forensic linguistics cases, which require the linguist to adopt a
specific methodology from the ‘linguist’s toolkit’ [7], depending on the nature
of the case, in instances involving forensic translation, too, the choice of analyti-
cal methods is determined by the specifics of the case in point. Cases of forensic
translation, specifically those involved in cybercriminal communications, typi-
cally share one feature: they tend to resort to machine translation.

Machine translation, which emerged in the mid-1940s, has evolved signifi-
cantly since then: the rule-based machine translation approach that was initially
adopted was later replaced by statistical machine translation, which subsequently
gave way to hybrid machine translation systems. More recently, sophisticated
machine translation systems have been developed which aim to simulate the brain
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operations performed by translators when doing translation work (for a discussion
about machine translation, see, e.g., [26]).

The development of sophisticated hardware, on the one hand, and software tools,
on the other, has paved the way to entirely functional machine translated texts, which
can be used for communicative purposes with little or no human intervention; that is
to say that the quality offered by machine translation engines, regardless of whether
it is identical to that offered by high quality, professional human translation [27],
often suffices in many contexts where texts of less than perfect quality are enough
to intermediate communication processes. This has encouraged the massification of
machine translation systems, which are no longer limited to the knowledgeable use
of professional translators, but, more importantly, are made available to any user,
anywhere in the world, to translate virtually from and into any language.

The technical and financial possibility has offered general users, not only the per-
ception that machine translation is of sufficiently good quality, but also the opportu-
nity to communicate with anyone, anywhere in the world, regardless of their native
language. As a consequence, machine translation has been used for all purposes,
from socially praised activities (e.g. offering support in a language that users do not
speak, or in which they do not feel fluent) to illegal action, e.g. for cybercriminal
purposes, including extortion. Some of these actions, and how forensic translation
approaches can be used to counter them, are discussed in the next section.

5 Applications of Forensic Translation
5.1 Translingual Plagiarism Detection and Analysis

One obvious application of forensic translation is plagiarism detection. Since pla-
giarism has traditionally been defined as taking someone else’s words and passing
them off as one’s own, the phenomenon has commonly been approached as a same-
language problem whereby the plagiarist would copy from another author’s text in
their language and then use it, partially or entirely, as their own work. This concept
of plagiarism has been predominant for a long time, so measures to prevent, detect,
and punish plagiarists have unsurprisingly focused on monolingual texts. However,
more recently, in no small part due to the developments in machine translation, pla-
giarists have taken a text written by someone else in another language, (machine-)
translated it into their native language (or the language in which they were supposed
to write) and pass it off as their own [36]. This type of plagiarism has been termed
‘translingual plagiarism’ [34, 35].

Detecting translingual plagiarism is challenging because the so-called (although
mistakenly) ‘plagiarism detection’ tools usually fail to detect this form of plagia-
rism as the plagiarised text (i.e., the original text) and the plagiarising text (i.e., the
inappropriate textual reuse) are not in the same language. Since a direct algorithmic
comparison cannot be established, detecting and analysing this form of plagiarism
requires a distinct method. It is a well-known assumption that the tools that are used
by plagiarists to plagiarise can also be used to find plagiarism [7]. In the case of
translingual plagiarism detection, this involves a process of reverse engineering: if
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one builds on the assumption that plagiarists typically plagiarise out of either lazi-
ness or lack of time, then it is evident that, when copying from other languages,
plagiarists will neither translate the texts themselves, nor resort to professional
translators; on the contrary, it is more likely that they use one of the freely available
machine translation engines to translate into the target language and pass the text off
as their own, after introducing minor or major alterations.

It is worth noting that machine translation engines do not all perform equally
well; rather, the quality of their output depends largely on the language pair, the
text type, the text genre, the text domain, and the writing style. In addition, machine
translation systems tend to perform relatively well when translating vocabulary, but
their performance tends to drop (often, abruptly) when the syntax is more complex
or strikingly different from the one in the source language. Let us take, for instance,
English and Portuguese. When translating between the two languages in the pair,
machine translation tools tend to perform relatively well when translating vocabu-
lary, but the typical Portuguese syntax is far more complex than the English, as it
allows, for instance, embedding clauses in other embedded clauses unambiguously,
without missing the sentence meaning. Additionally, unlike English, the Portuguese
morphology allows gender and number inflection, which makes the referent clear in
instances of complex sentences containing embedded clauses and reference struc-
tures. Both these features of the Portuguese grammar are extremely challenging
for machine translation systems. Conversely, when the syntax of the two languages
is closer (e.g. because they are part of the same language family), machine trans-
lation systems tend to show better performance rates. Knowledge of these differ-
ences, which translators or linguists familiar with translation command, will pro-
vide important background details to handle cases of translingual plagiarism: (i) if
a sentence in one language reads awkward and is reminiscent of a sentence typical
of another language, it may be the result of translingual plagiarism; (ii) if a sentence
shows a syntactic structure that is oversimplistic and untypical of the language, it
may be the result of machine translation from a less syntactically complex language.

Let us consider the following illustrative example: in a class assignment, a group
of students submitted a text containing the following sentence:

Os procedimentos sdo baseados no corpo geralmente aceite de conhecimento
e experiéncia no campo da examinagdo de documentagdo forense.

A reader of Portuguese will find that some of the elements in this sentence are
awkward or odd: (i) the use of the passive voice, though grammatical, is far less
commonly used in Portuguese; (ii) the position of the adverb ‘geralmente’, despite
being grammatical in Portuguese, is highly marked, and thus infrequent; (iii) the col-
location of ‘corpo’ + ‘conhecimento e experiéncia’ is uncommon—i.e., the phrase
‘corpo de conhecimento’ is acceptable, but not ‘corpo de experiéncia’; and (iv) the
choice of the word ‘examinagdo’, albeit lexicographically permitted, is used far less
frequently than its unmarked equivalent, ‘exame’ or (perhaps even better) ‘anilise’.
Altogether, these elements, which act as indices of foreignness, offer the reader the
impression that the sentence reads like English.

Therefore, in cases where the reader may be suspicious of plagiarism, it suffices
to reverse-engineer the suspect text, by machine translating the text into the most
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Table 1 Illustrative example of translingual plagiarism

PT Os procedimentos sdo baseados no corpo geralmente aceite de conhecimento e experiéncia no
campo da examinagdo de documentagdo forense

prevy  The procedures are based on generally accepted body of knowledge and experience in the field
of forensic documentation examination

EN The procedures outlined here are grounded in the generally accepted body of knowledge and
experience in the field of forensic document examination

likely language of the original, and then performing a search online to investigate
whether a version that is similar or identical to the machine translated version is
available. Table 1 illustrates this process. The first column shows the language of
the text: ‘PT’, in the first line, shows the sentence submitted by the students, in Por-
tuguese; ‘PT-EN’, in the second line, shows the machine translated version of the
text from Portuguese to English. The third line, ‘EN’, shows the original, plagiarised
English text (the overlapping text in the machine translated version and the original,
source text is shown in bold italics):

The comparison of the text of the second line, ‘PT-EN’, with the text of the third
line, ‘EN’, shows an extremely high degree of similarity, as the overlapping text (in
bold italics) shows. Only two words in the machine translated version shown in the
second line are not part of the original, plagiarised version in the third line (‘based’
and ‘on’), and only one word is slightly different, due to the addition of the suf-
fix ‘ation’ in ‘documentation’. All other words in the machine translated version are
identical to those in the original version of the text, in English. The minor differ-
ences, in this case, result from the changes made by the plagiarists as they attempted
to disguise the lifting, or from the challenges faced by machine translation engines
to resolve ambiguities during the translation process.

This method is typically used to detect and analyse cases of plagiarism, but it is
sufficiently robust to also enable the analysis of any instance of illicit textual overlap
across two or more different languages, or even to investigate instances of English-
based, machine-generated text.

5.2 Sociolinguistic Profiling

Forensic linguistic analyses of authorship typically build upon two solid theoreti-
cal linguistics principles: dialect and idiolect. Whereas idiolect, as mentioned ear-
lier, builds upon the theoretical assumption that each speaker of a language has their
own, idiosyncratic way of speaking or writing [6], the term dialect is used to refer to
the variation observed in the use of language by speakers or writers of the same lan-
guage that are separated geographically or socially [9]. Although the phenomenon
of language variation has been extensively studied in linguistics, and particularly
by linguists with an interest in sociolinguistics [15, 20, 39], the concepts have been
retrieved by forensic linguists to address specific challenges in current society. One
of the applications of the analysis of language variation in forensic contexts is socio-
linguistic profiling.
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Sociolinguistic profiling is usually treated by forensic linguists as a form of foren-
sic authorship analysis [8]. However, whereas the most common authorship analysis
task, authorship attribution, typically involves establishing the most likely author of
a questioned text, from a closed set of possible authors, in cases of authorship pro-
filing, neither the linguist, nor the investigation have any cues about the possible
author(s) of the problem text. The role of the linguist, in these cases, is then to ana-
lyse the text and find linguistic evidence to establish what type of linguistic person
wrote the questioned text, and so allow the investigation to narrow down the pool of
suspects. The forensic linguist is thus tasked with finding information, based on the
language used in the text, about the age group of the author, their sex and/or gender,
their level of education, their social background, and whether they are a native or
non-native speaker of the language and, in the case of the latter, what their native
language is. Therefore, in addition to having an excellent command of dialectal fea-
tures, linguists involved in sociolinguistic profiling are also required in-depth knowl-
edge of forensic linguistic analysis and an extensive understanding of translation,
including cross-linguistic theories, interlanguage, and contrastive linguistics.

Sociolinguistic profiling tasks, however, are very challenging, as they require the
acknowledgement of some crucial features. Firstly, some sociolinguistic categories,
such as gender, are very difficult to establish. Legal and law enforcement systems
operate largely based on the male/female biological binary, which corresponds to
sex, but gender, as a social category, is more fluid and hence the distance between
different gender categories, including transsexual individuals, is typically more
problematic to determine linguistically. Secondly, language is pervasive across time
and space, but this pervasiveness is subject to change. Consequently, language use
by each speaker and writer is expected to vary, not only diachronically, over time
(e.g., as they grow older), but also geographically (diatopic variation), according to
their social class or to the social group with which they identify themselves (dias-
tratic variation), and according to the setting (diaphasic variation). Thirdly, speakers
and writers of a language are permanently in social contact with other speakers and
writers of the language, which results in their accommodating to the context and/
or to the interlocutors, e.g., by adopting linguistic features of the latter. Altogether,
these elements make it more challenging for forensic linguists to establish the socio-
linguistic profile of the suspect with absolute certainty.

In cybercriminal cases, the difficulty of the profiling task is furthered by the fact
that society, and thus cybercrime, are increasingly cross-lingual and multilingual due
to globalisation, while identities become more fluid and individual profiles increas-
ingly complex. Unsurprisingly, therefore, translation turns into a ubiquitous activity
that is performed, not only by professional translators, but also by lay (untrained)
speakers and writers, by machines or even, as has been witnessed more recently, by
generative artificial intelligence models. These systems are used for different pur-
poses, including transnational cybercriminal practice and communications (such as,
among others, cybertrespass, cyberfraud, cyberextortion, cyberpiracy, cyberporn or
child online porn, cyberviolence, or cyberstalking). These complexities call for a
translingual, forensic translation approach as part of sociolinguistic profiling.

Figure 2 shows a handwritten message which was part of a case of cyberstalk-
ing investigated by the Cybercrime Office of the Portuguese Prosecutor’s Office. In
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Fig.2 A case of sociolinguistic profiling

addition to the handwritten message, short text messages were sent from two dif-
ferent prepaid and unregistered mobile phone numbers spreading defamatory con-
tents. The aim of the linguistic analysis was twofold: (1) to check whether the lan-
guage used across the three sets of texts (messages sent from the two mobile phone
numbers and the handwritten note) was consistent, and therefore whether the same
author had written the texts; and (2) to subsequently establish the sociolinguistic
profiling of the author, as a means to narrow down the pool of suspects.

Although the amount of text available for linguistic analysis is very small (448
words in one set of SMS messages, 122 words in the other set, and 16 words in
the handwritten message), the analysis revealed that the three sets share numerous
atypical linguistic patterns, including slang and swear words, lack of punctuation
(especially at the end of sentences), lack of accents in words, lack of prepositions,
missing trailing spaces between words, homophonic substitution (i.e., the correct
spelling is replaced by how the words are pronounced), spelling errors, and lack of
gender and number agreement, as is required by Portuguese grammar). The mes-
sages also include an idiosyncratic phrase that is made highly idiolectal by the use of
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Subject: We attempted to deliver your package
Dear valued Customer,

We require additional input and information from you to successfully deliver parcel 15504880058988.

The delivery address provided for this parcel is incomplete, and we require further details to make a delivery.

As we have been unable to determine the full address for this package, the parcel has remained in our depot. From here, you can take
several different options:

>> Update and complete the delivery address provided
Then arrange delivery of the parcel to an alternative address.

Pick up the parcel from our address Unit 9, Rosemount Business Park.

You can also track the progress of your parcel through this link.
If you cannot provide a response to this action within seven days, the parcel will be returned.
Should you require this parcel to be delivered again to your address or a different address, additional charges will apply.

Fig. 3 Fraudulent message (in English)

the wrong preposition: ‘homem de sida’ (literally translated into English as ‘man of
aids’ to mean ‘man with aids’).

Given the idiosyncratic features shared across the three sets of text, it is highly
likely that the author of the three sets is the same. Additionally, the analysis of the
patterns found offers several sociolinguistic cues to the origin and social character-
istics of the writer, who is highly likely to be a woman in her mid-20s to mid-30s,
with a low level of education, and from a low socioeconomic background. The lin-
guistic patterns observed in the analysis also suggest that the writer, most probably
a black woman, originates from a Portuguese-speaking African country, probably
Angola or, even more likely, Sio Tomé and Principe. Additionally, those patterns
also have a significant potential to help narrow down the pool of suspects.

In cases of sociolinguistic profiling, linguists usually interpret their findings
with caution because, as mentioned earlier, language is fluid, and although different
social groups tend to share stable intra-group sociolinguistic patterns, which differ
from inter-group patterns, some features may span beyond the borders of individual
groups and be used by individual members of other groups.

5.3 Sociolinguistic Profiling and Cybercrime

The principles employed for establishing the sociolinguistic profile of the authors
can also be applied to the investigation of cross-border cybercriminal practice.
Figures 3 and 5 (written in English) and 4 and 6 (written in Portuguese) illustrate
an example of fraudulent and deceptive messages sent to citizens for purposes of
extortion.

In the two messages, the addressee is informed that a package could not be deliv-
ered to them because the delivery address is missing or is incomplete. The recipient
is then asked to act, by providing the details required for the successful delivery of
the parcel. Information is also provided on how the addressee can track the parcel.
This, together with the fact that the information about the local parcel service is
localised (i.e., adapted to the locale of the recipient) increases the credibility of the
message, in the eyes of the inattentive recipient.
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Caro Consignatario,

Para procedermos a entrega da encomenda numero RD463746354PT, precisamos da sua intervengio.
0 endereco de entrega fornecido para esta encomenda esta incorreto ou ndo existe, uma vez que os nossos estafetas ndo conseguiram chegar a este local

Uma vez que esta tentativa de entrega ndo foi bem-sucedida, a sua encomenda foi devolvida ao nosso armazém
A partir de agora, pode escolher vérias opgdes diferentes

>> Atualizar o de entrega fornecido

>> Agendar a entrega da encomenda num endereco alternativo

Pode também acompanhar o progresso da sua encomenda através deste link
Se ndo conseguir responder num prazo de dois dias, esta encomenda sera devolvida ao remetente original
Dependendo do tipo de encomenda, o remetente podera ter de pagar taxas de devolug3o

Podera, também, recolher a encomenda no nosso armazém em Merc. For Do Tijolo Lj 16 A 18, 1170-221
A nova entrega desta encomenda esta sujeita ao pagamento das taxas que se encontram detalhadas nos links supra indicados

Com os melhores cumprimentos,
aT

v ctt ot

Esta mensagem é enviada automaticamente, por favor néo responda.
Em caso de duvidas ou informagdes adicionais, aceda a www.ctt.pt/ojuda

Fig. 4 Fraudulent message (in Portuguese)

A close scrutiny of the two messages shows that, with the exception of the lan-
guage used (English, in the one shown in Fig. 3, and Portuguese, in the one shown
in Fig. 4), they are very identical in structure and contents. Furthermore, the linguis-
tic formulation, though not perfect, is fully functional, contrary to the basic, over-
simplistic, and grammatically incorrect language employed in the deceptive mes-
sages that used to be spread in the past. Therefore, since the quality of the language
currently used in deceptive messages has improved, when compared to those spread
in the past, recipients can no longer rely on the low quality of the language as cues
to deception. As a consequence, the deceptive potential of these messages is nowa-
days comparatively higher.

Similarly, Figs. 5 and 6, which are from a case of attempted ransomware, are
used to inform the recipient that they have been video recorded watching porn on
their computer screen and warn them that, unless they transfer a significant sum to
a bitcoin account, the video recording will be publicly disseminated. The message
includes important coherence information, which could point to its deceptive nature:
(1) it implies that the recipient has two screens, which is of course not always the
case; and (ii) it states that the recipient has been watching porn, a piece of informa-
tion whose truthfulness the victim will know better than anyone else. Obviously,
these are aspects that the recipient may overlook, not the least because they may
believe that the offenders might edit real videos with the intent to falsely accuse
them. Linguistically, the two messages reveal identical structural patterns and only
minor language issues (which most probably result from machine translation errors)
that are highly likely to pass unnoticed to most recipients.

The two cases illustrated in messages 3 and 4 and 5 and 6 suggest that cyber-
crimes like extortion and ransomware—which are ‘language crimes’ [32], as
they are, to a significant extent, committed through the use of language—are
largely dependent on machine translation. The pervasiveness of machine transla-
tion engines enables any cybercriminal operating from anywhere in the world to
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nBusmess proposal. - Mozilla Thunderbird - () X
File Edit View Go Message Tools Help

L:JGe! Messages v # Write CJ Chat @Address Book

9 % v oav
Business proposal. 1:27 AM

Greetings!
Have you seen lately my e-mail to you from an account of yours?
Yeah, that merely confirms that I have gained a complete access to device of yours.

***T have been observing all the events and actions in your computer, while checking
through browser history of yours.***

Within the past several months, I was observing you.

Are you still surprised how could that happen? Frankly speaking, malware has infected
your devices and it's coming from an adult website, which you used to visit.

Although all this stuff may seem unfamiliar to you, but let me try to explain that to
you.

With aid of Trojan Viruses, I managed to gain full access to any PC or other types of
devices.

That merely means that I can watch you whenever I want via your screen just by
activating your camera as well as microphone, while you don't even know about that.
Moreover, I have also received access to entire contacts list as well as full
correspondence of yours.

You may be wondering, “"However, my PC is protected by a legitimate antivirus, so how
could that happen? Why couldn't I get any alerts?"

To be honest, the reply is quite straightforward: malware of mine utilizes drivers,
which update the signatures on 4-hourly basis,

which turns them to become untraceable, and hereby making your antivirus remain idle.

L l

Fig.5 Ransomware message (in English)

Fig. 6 Ransomware message (in Portuguese)

@ Springer



‘We Attempted to Deliver Your Package’: Forensic Translation... 1345

act transnationally, and hence impose criminal offences upon victims that may
be geographically distant, or even located in another jurisdiction. More impor-
tantly, the sophistication of those engines enables cybercriminals to spread their
offences, even when they cannot speak the native language of the victims.

In this context, forensic translation approaches are doubly helpful: on the one
hand, the identification of the patterns used in cybercriminal communications
will enable national and international authorities to inform citizens about how to
protect themselves from these cybercriminal attacks (companies worldwide have
tried to inform their customers about those cybercriminal offences, but the fact
that they show mostly illustrative examples, in addition to the fact that the form
of the messages changes with the technological developments, curtail the effec-
tiveness of the campaigns); on the other hand, the detail retrieved from forensic
translation analysis not only enables states to adopt counter-cybercriminal sys-
tems, but also assists law enforcement agencies in establishing the sociolinguis-
tic profiling of the offenders, notably the origin of the attacks, and eventually
contributes to bringing them to justice.

The field of forensic translation is a promising field of research, despite its
facing two main challenges that arise from technological developments: machine
translation (MT) and generative artificial intelligence (AI). As machine trans-
lation systems evolve, the quality of translation output improves, and even if
that quality may, in many instances, fall short of the quality of translation pro-
duced with human intervention, it is likely that MT systems are increasingly and
successfully used for deceptive purposes. The same applies to text generated by
artificial intelligence: although Al-generated text appears to be good on the sur-
face, closer scrutiny shows that it is flawed with linguistic imperfections, as pre-
liminary empirical observation demonstrates. Therefore, despite the likelihood
that such flaws are overlooked by lay users of the language, they currently fail
to pass unnoticed to trained linguists. Nevertheless, the training of new large
language models is likely to enable artificial intelligence to mimic text produced
by humans more competently, which in turn will make it more difficult to distin-
guish between AI- and human-generated text. Moreover, generative pretrained
transformer (GPT) systems are increasingly integrated with MT systems, thus
adding another layer of complexity to the forensic linguistic and forensic trans-
lation analysis. Given the nature of current language technology, any forecast is
largely speculative. However, if one considers the very nature and complexity
of human language, including biological features involved in language produc-
tion such as homeostasis, in principle linguistic analysis will remain of essence
in establishing the difference between Al- and human-generated text. However,
research into forensic translation will need to be furthered so as to remain a step
ahead—rather than keep up with—the rapidly changing language technology.
This is especially the case in cybercriminal scenarios.
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6 Final Remarks

The term ‘forensic translation’ has been used infrequently. However, on the occa-
sions in which it has been used, the term has been employed as a synonym of
‘legal translation’. Although the two terms share the fact that they can be used
in and by the courts (the forum, in the traditional sense), in this article I have
argued for the need to make a clear distinction between the two. Whereas legal
translation is restricted to translating texts related to legal issues and to the
courts, forensic translation should be used more broadly to include all applica-
tions where translation theories, methods, and techniques can assist the courts,
law enforcement agencies, and organisations in general in enforcing lawful, ethi-
cal, and moral practices and standards. Forensic translation can thus be defined
as the interdisciplinary branch of forensic linguistics that applies knowledge and
expertise of translation in forensic contexts. To support this claim, three illus-
trative examples have been presented that demonstrate the relevance of forensic
translation: (i) translingual plagiarism detection and analysis; (ii) sociolinguistic
profiling; and (iii) cybercrime detection and deterrence.

The analysis of the data and the subsequent discussion show that machine
translation is increasingly used and employed more pervasively, both by the gen-
eral population, and by cybercriminals; hence, as technological developments
allow for more high-quality translation systems, cybercriminal communications
are likely to become more sophisticated, and hence it will become comparatively
more difficult to distinguish between deceptive and genuine communications.
In this context, it has been argued, further developments in forensic translation
analyses will enable legal, law enforcement, and official institutions to devise
appropriate methods and systems to ensure the safety and security of citizens, and
eventually reinforce democratic systems, in full respect for subjectivities, reli-
gions, and freedom of choice.

The relevance of the field of forensic translation is bound to increase in the
future. With the technological developments in artificial intelligence (AI) sys-
tems, cybercriminals will be able to multiply their attacks, while doing so at a
higher speed, by machine-generating text at a rate that is humanly impossible.
Therefore, generative Al systems, which are trained on large language models
(LLMs) built mostly for English, in combination with increasingly powerful and
sophisticated machine translation systems, will offer offenders unprecedented
opportunities for cybercriminal practice across jurisdictions, transnationally. In
this setting, forensic translation approaches will have the potential to combine the
ability to distinguish text produced by humans from text produced by machines,
while sociolinguistically profiling the text producer. Research is already under-
way in this direction.
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