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Abstract. The test technique called “boundary scan test” (BST) offers new opportunities in testing but confronts
users with new problems too. The implementation of BST in a chip has become an IEEE standard and users on
board level are the next group to begin thinking about using the new possibilities. This article addresses some
of the questions about changes in board-level testing and fault diagnosis. The fault model itself is also affected
by using BST. Trivial items are extended with more sophisticated details in order to complete the fault model.
Finally, BST appears to be a test technique that offers a high degree of detectability on board level, but for diagnosis,

some additional effort has to be made.

Key words: boundary scan test, BST-net, diagnosis, fault modeling, PCB testing, test-pattern generation.

1. Introduction

When using the boundary scan test (BST) in a modern
digital design, the accessibility for testing the printed-
circuit board (pcb) improves. In this article, boards are
assumed to have full BST, which means that all chips
have the BST capability. The test patterns to test the
board are generated according to a fault model.
Checking of the interconnects between devices on
a full BST board is achieved through an imposed flow
of signals, through the Test Access Port (TAP), as
digital values are exchanged between the BST cells
associated with all interconnected pins. The BST infra-
structure will act as the electronic bed-of-naiis replace-
ment that will allow access (controlling and observing)
to the values at the nodes of the board under test. This
means that the PCB is accessed by virtual pins that,
however, are only effective if the PCB under test is
powered. While normal bed-of-nails fixtures give the
possibility to check for shorts without powering the
PCB, this is impossible when using BST while the BST
logic on the PCB has to work to enable testing. Some
faults can therefore be fatal before they are found. Once
successfully started, testing with BST requires some
rethinking on the fault model and the test patterns re-
lated to this model in order to be able to make a detailed
diagnosis of the faults encountered. The remaining test

nodes, that is, functional I/Q, connectors, and test spots
are controlled in synchronization with the BST signals
by means of normal tester techniques, using real pins,
or the remainder will be tested functionally.

The BST boards and BST facilities mentioned in this
article conform to the JTAG V2.0 BST architecture f1]
that was the basis for the IEEE standard 1149.1 {18].

2. The BST-Net

Testing PCBs using BST refers primarily to structural
testing. This means generally that testing is checking
for correct connections between right components. Us-
ing a bed-of-nails technique, interconnects are tested
from nail to nail and the components are checked to
be alive with a minimal set of “functional™ vectors.
Using BST, the virtual pins have moved from the copper
track or solder joint area to the inside of the IC.

A physical outline of a net using BST shows that
not only the board interconnect is involved, but also
inner parts of the IC, such as bonding wires and the
I/O buffers (the path between A and B in figure 1). Con-
cluding that an interconnect is faulty will thus not nec-
essarily imply that the board interconnect is faulty. The
exact location of a detected fault on this BST-net is be-
tween an output BST-cell and an input BST-cell. It is



78 de Jong, Matos and Ferreira

Internal
?xlp logic
r}{féﬁa
%@ ﬁf Bonding
%f, wire 1 pin
S A '
??}wa BST [y |
(e
;; CELL
T A
gh\wf Output  Bonding Solder
,:%\A*‘ butfer pad Jolnt

. . A =
o i PCB nst /] i
s o] [ )mnmnmmmm E(\@-!—{\/L ndd
R _,.g i L \ Lead \g Lead CELL

Internal
IC logic

%
o5

»
e
.‘s
K055

Bonding

wire B 8 |

Input
butfer

Fig. I. The BST-net. a physical connection from BST-cell to BST-cell.

obvious that testing with BST gives only diagnostic
possibilities to the level of the BST-net connection that
is established between the BST-cells. Nets with more
than one receiving input can give better diagnostics
(i.e., a faulty input can be found). Multiple (driving)
outputs can give some relief if the fault occurs at one
of the outputs of an IC. provided that the faulty output
can still be switched to the high-impedance state.
Two remarks can be made, concerning figure 1:

* It can be seen that path A-B between the two BST
cells inciudes two different technologies. The /0
buffers are IC technology, while the interconnec-
tions (path A’-B’) are just a galvanic connnection
technology.

¢ Testing the path between points A and B also implies
that potential handling hazards occurring in the chip’s
boundary area. are tested. The two most important
handling defects taken into account are:

a. broken (loose) bonding wires due to vibration or
temperature shock (mechanical stress), and

b. blown buffers due to static discharge (electrical
stress).

Possible faults that can be present on a BST-net. that
all might look the same to the tester, are given in table
1. This table presents nondistinguishable faults because

the reaction of every fault to a given stimulus can be
the same, that is, provided that the BST infrastructure
itself was found to be correct.

This definition of the BST-net gives rise to some
adaptation of the test methodology. As stated before,
BST is specially suited for structural testing (in-circuit
testing). However, while the accessible nodes are now
placed inside the chips, it is possible to test the inter-
connections without having to deal with the core logic
of the ICs. This means that testing a PCB can be fully
focused on checking the integrity of the interconnec-
tions, which also simplifies the test-pattern generation.

3. Hierarchical Structures and Multiple Taps

The hierarchical nature of the BST technology implies
that some remarks are made, concerning the various
levels. Although more levels of hierarchy could be
possible. it seems reasonable that the following three
levels are considered.

¢ the IC level
* the board level (a set of ICs)
¢ the system level (a set of boards)

At the IC level, some proposals have been made to ex-
tend the BST technology to within the IC, such as in

Table [. Possible faults on a BST-net.

1. Stuck-at fault in the output of BST-cell.
2. Stuck-at fault in output buffer.

3 Loose or broken bonding wire at output.

4 Bonding wire shorted (e.g. with neighbour bonding wire).
5. Bad (cold or none) solder joint at output.
6. Open or shorted copper track.

7. Bad sclder joint at input.

8. Bonding wire short at input.

9. Bonding wire broken at input.

10. Stuck-at fault in input buffer.

11. Stuck-at fault in input of BST-cell.
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Beenker et al. [2] and van Riessen et al. [3], so that
IC testability may be improved by partitioning of the
internal logic, thus isolating modules at a lower level.
The BST architecture can easily accommodate this
methodology to enhance testability, while the approach
and test philosophy are the same.

At board level, more than one scan chain (and ac-
cordingly more TAPs) can exist according to the JTAG
standard; this is also studied by Wang et al. [4]. The
existence of more than one scan chain will imply a more
sophisticated test equipment, since various data (TDI,
TDO) and control {TMS, TCK) lines may have to be
controlled simultaneously. Another solution can be dif-
ferent scan paths controlied by a single board-level BST
controller [14]. An immediate advantage of the multiple
TAP method is the possibility of parallel processing of
various test paths, which will result in a faster test exe-
cution. So far, no reference has been made to the possi-
bility of board self-test. This topic is not relevant from
the test methodology point of view, seen at board level,
since the topic directly concerns the implementation
of the framework of algorithms that is to be developed
for full BST. Whether board testing is done by on-board
residing firmware, or by externally applied sets of vec-
tors, the same methodology can be used. Whatever
solution is implemented, the basic methodology for
testing a board using BST will not change.

This situation may differ at system level. In fact, if
all system boards have been proved to work properly,
then the remaining task is essentially to perform a test
of all interconnects between the various boards, then
follow with a limited functional test—but this time at
system level. In theory, connecting all the board-level
boundary scan paths together would provide a system-
level path capable of testing the board-to-board inter-
connects. Such a scheme would require a system-level
BST controller (not defined in the standard); but, in
practice, the system-level scan path would quickly
become too large. The fact that testing of the various
boards should proceed independently, requires that
some sort of isolating capability must be available. This
could be implemented through chips that interface each
board to the common test lines of a system bus as
described by Texas Instruments [10] (but defining test
lines in an existing system bus is another problem that
has o be solved, as mentioned by Vining [14]). Here
the statement holds that multiple scan-chain capabilities
do not change the test methodology using full BST at
system level, but the standard does not describe the
means necessary for a system-level connectivity test.

Looking carefully at all this. the idea of using BST
at different levels of hierarchy is no problem, but the
integration of the different levels to a single BST test
approach seems to be not as straightforward. Also inte-
grated test-preparation tools for IC, board. and system
levels are not available.

4. Fault Modeling for Full BST

A fault model is a first assumption wpon which any
fault-oriented test methodology is based. The basic
objective of a fault model is to provide a translation
mechanism, through which reat faults are converted to
a more adequate representation scheme. Adequacy, in
this sense, refers essentially to the two following aspects:

» the completeness of the translation mechanism;
® ease of computational use of the new representation
scheme.

It should be noted that an improvement in one of
these aspects will frequently lead to a degradation in
the other as stated by Hayes [9]. A good example to
illustrate these comments is the well-known single
stuck-at fault model used for ICs. Although the stuck-at
model is known to be limited (usually only single stuck-
ats are considered), the model is still regarded to be
a firm base for test-pattern generation algorithms.
Enhancements are stili developed as seen in Fujiwara
[12], and the stuck-at model is in use as seen in Kirkland
and Mercer [13].

4.1. Manufacturing Faults

At board level, several types of manufacturing faults
can be identified, as seen in table 2. Some of the listed
assembly faults (shorts, opens, etc.) are also common
to the IC level, but possibly with different rates of oc-
currence. Other faults (wrong component, backward
component, etc.} do not find any correspondence at IC
level. Recall also that the IC test is generally a go/no-
go test, while board testing requires not only fault detec-
tion, but also fault diagnosis so that the board can be
repaired. The single stuck-at fault model does not seem
an adequate representation scheme for these kind of
PCB faults. Therefore, the list of failure mechanisms
for board assemblies and their related fault effect must
be studied—see table 2.

Studies in this field by Factron [5], Bennetts [11] and
Francese [15}, have shown (assuming reduced human
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Tuble 2. Board assembly failure mechanisms and their logical effect.

FAILURE MECHANISM
(cause)

FAULT
(logical effect)

STATIC FAILURES

- solder splash between
adjacent pins (tracks)

routed nets

- no solder jeoint

- broken net

- missing component

- defective IC bondings

- wrong board version
- wrong component

- wrong orientation

- defective IC buffers

- connecticon between two closely

- short

- open

- short/stuck at/opens

{this group might look
as dynamic failures)

DYNAMIC FAILURES
- bad solder joint

- temperature sensitivity
- voltage variations

- intermittent open

- intermittent faults

error rates and existing incoming inspection} that the
most representative board faults are opens and shorts
{between signal nets, or between signal nets and power
lines). Various works have been done on deriving a fault
modet for this situation, such as Wang et al. [4], Wagner
[6] and Hassan et al. [7].

4.2. Technology Dependency

Considering the digital nature of the BST methodol-
ogy—the derived fault model must be able to translate
physical faults to logical values. Having this as an
assumption, several questions can be put, such as the
following:

® How does an open translate to a logical value?

¢ How does a signal-net to signal-net short (bridging)
fault translate to a logical value?

¢ How do signal nets react, when shorted to power
nets?

The answers to these questions imply that a fault model
may be technology dependent.

4.3. Opens and Technology

A floating input resulting from an open interconnect
may be considered as a logical 1 for TTL technology.
However, this is not applicable for CMOS technology
where the acquired value is random.

The results for different technologies, when the in-
put is left open are illustrated in table 3.

Table 3. The result of a floating input for various technologies.

TTL CMOS HCMOS ECL BICMOS
Read Read Depending
as a Random Random as a per case;
e value value 'o* mostly TTL
like

PO goTWmeE QO <O

-

tl
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4.4. Shorts and Technology

The same problem will appear for the short type of
faults. In fact, two (or more) shorted nets, where IC
outputs at 0 and IC outputs at 1 coexist, will have the
connected IC inputs updated to a value that will depend
on several factors. If the IC outputs at O present a lower
impedance than the outputs at 1 in this shorted situation,
it is expected that the 0 will prevail, and thus all inputs
will be updated to 0 (so called and-shorts). The opposite
will lead to all inputs being updated to 1 (so called or-
shorts). It may also happen that the resulting impedance
values are not far from one another, and then it will
not be possible to foresee to which value will the inputs
be updated. This is obviously technology dependent
(TTL IC outputs present a lower impedance when at
0 than when at 1, but this is not true for CMOS ICs).
Moreover, even when it is known that one logical state
presents a lower impedance than the other, the resulting
logical value will definitely be influenced by the number
of outputs with this value, and the number of outputs
at the opposite value. It thus may theoretically happen
that 2 short between TTL outputs will result in a logical
1, due to the low impedance effect of parallel outputs
at 1, even though there could be an output at O that
cannot sink enough current (or even might burn out}.
So, short faults also translate to logical faults in a
technology-dependent manner, and additional care
should be taken because the result may be changed by
the number, and the state, of shorted outputs.
Shorts between signal nets and power nets should
be considered as a special case. According to the pre-
vious comments, and considering the low impedance
of the power nets, the resulting value will be 0 in a short
to ground, and 1 in a short to the positive supply line.
Since the power nets are the only nets in a full-BST
board that do not have associated BST cells [1], shorts
between signal nets and power nets should be regarded
as the general stuck-at type of faults. It can thus be con-
cluded that shorts between signal nets and power nets,
as a special case of a short, translate to stuck-at faults
in a technology independent manner. The diagnosis on
this type of fault will result in the stuck-at type of fault.
Finally, the logical fault model to be derived must
therefore consider the following fault types:

* stuck-open (floating inputs updated to 1, or 0, depend-
ing on each case);

e shorts (or-shorts, where outputs at 1 prevail, or and-
shorts, where outputs at 0 prevail); and

¢ stuck-at (0 or ).

Randomly updated inputs (such as certain types of float-
ing inputs, or shorts where the resulting value is neither
1 nor 0, or even intermittent and/or dynamic faults) will
translate to one of the above cases. It will happen that
this shows the lack of completeness of the fault model
and readings will result in a sometimes good, some-
times bad result. Also DFT measures could be used
to avoid the occurrence of these random situations
(input buffers could be designed such that a predeter-
mined value would be acquired when the input is left
floating, etc.).

4.5 Multiple Fault Detection

Concerning the IC-level single stuck-at fault model. it
should be recalled that only single faults are considered.
because there is no time to consider all possible multi-
pie faults. Also low values of controllability and observ-
ability at many internal nodes would make this IC
testing too complex. This is really not the case with
the BST methodology, since there is total controllabil-
ity and observability at all nodes (considering that nodes
are IC pins, and that we are talking of full-BST boards),
and thus there is no reason to consider only single
faults, Because of this full and direct accessibility, we
should reconsider the need to examine all multiple-fault
situations.

The amount of computer time to analyze all situa-
tions will still be excessive, of course, but even when
the analysis time seems reasonable, there is no advan-
tage in considering situations that do not add real infor-
mation to the diagnosability. The question that arises
is thus whether all possible muitiple faults should be
considered, or whether a subset of these faults is able
to provide identical results or at least match the prac-
tical requirements for accuracy of fault location. In fact,
it could be argued that there is no need to consider
shorts between more than 2 nets, since any of these
could be found as the summation of multiple 2-net
shorts. The following question should then be studied:
What reductions can be made on the total number of
faults, for the various types (stuck-at, shorts, stuck-
open), such that the accuracy of the diagnosis is not
significantly affected? It is now of imporance to realize
that multiple shorts or opens at board level have to do
with physical effects such as solder splashes and local
damages. One of the major items that influences diag-
nosability is the restricted area of a fault cluster. So
while repairing a 2-net short, the total multiple net short
is localized and can be repaired. Multiple opens due
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to a scratch can also be repaired at once. This especially
points to the meaning of detecting faults in nets that
do not interfere with each other with respect to fault
detectability (noninterfering nets) and in a later stage
(i.e.. study on diagnosis) this will lead to the definition
of fauir-tocality and/or fault-cluster information. It can
be seen that this requires knowledge of the board layout
regarding net locations and even knowledge about type
and frequency of occurrence of faults.

5. The Fauvit Model and Diagnosability

As far as our board-level fauit model is concerned. there
is no reason to consider only single occurrences of
stuck-at faults. The fault model in discussion (opens,
shorts, and stuck-at) can handle detection of all the
faults as long as the technology permits detection. The
main question is whether the fault model permits find-
ing test vectors that enable a clear diagnosis for those
faults. As far as full BST is concerned, multiple faults
can be diagnosed fully if those faults occur in noninter-
fering nets. If multiple faults appear on interfering nets,
the result pattern will be influenced and a clear diag-
nosis on the exact type of fault might be impossible.
This means that no problem exists in diagnosing a short
between nets a and b and at the same time finding net
¢ to be stuck at 1. but it would be difficult to diagnose
exactly what was wrong if nets a and b were shorted
and net a was open at the same time.

In general, the fault model allows detection of all
faults, even if the interfering faults are present, but

nets and multiple 2-net shorts on the same set of nets
will always be detected as a superset of single 2-net
shorts). In fact, and considering a board with n nets,
the total number of A-net shorts will be generally given
by “combinations k out of n,” noted as C7. Expressed
in a formula:

n!

Total number of 2-net shorts = m

Here n denotes the total number of nets and & the num-
ber of nets shorted. For 2-net shorts, this formula will
be 7 which reduces to n(n — 1)/2. In figure 2, where
four nets are shown with all possible 2-net shorts, this
gives (3 which results in & possibilities.

When the total number of shorts between any num-
ber of nets (from 2 to ») is considered, then this number
will be a summation of all k-net posibilities, given by

. n!
total number of shorts —Z; R P—]
Here the results for each value of i correspond to the
total number of possible shorts between / nets (actually,
the variable / replaced the constant value of k).

The difference on the resulting number of possible
faults, for various values of n, is shown in table 4. The
results in this table show that for any reasonable number
of nets on a board, the total number of shorts between
any number of nets is much larger than the total number
of 2-net shorts.

Table 4. Comparison between two- and multi-net shorts.

diagnosability will be difficult. A drawback of the trans- n(n-1) n n!
lation mechanism {i.e., faults translate to digital values) n - o
is that it is not always possible to diagnose which fault 2 i=2 il*(n-i)!
or what type of fault is responsible for the faulty digital
pattern found. 5 10 26
10 45 1013
20 190 4339
5.1 Abowtr Shorts 50 1225 >> 10e6
100 4950 -
Concerning the short type of faults, and for fault detec- .
tion purposes. it is acceptable to consider shorts be- nets 2-net multi net
tween 2 nets only {since a short between more than 2 shorts shorts
O O net 1
1 | |
O O net 2
2 4 | ’ 6 |
O Q net 3
2T
C— O net 4

Fig. 2. All 2-net shorts in a group of four nets,
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For purposes of complete fault diagnosis. all shorts
between any number of nets will bave to be considered,
but in practice, because of the big numbers and the
lower diagnostic value, it is not economical to process
all short possibilities.

5.2. Abour Opens

Concerning the stuck-open faults, a similar situation
exists. The total number of stuck-open faults in a given
board practically depends not only on the number of
(BST-) nets, but also on the number of nodes (IC pins)
on each net.

Moreover, a net between two nodes may be broken
at several different locations at the same time. The
detection of multiple opens in a single connection is
not possible without additional test points placed be-
tween fault locations. It thus seems reascnable that only
those situations corresponding to a net being broken
at a single location are considered, since diagnosis
down to this level is generally considered enough. This
means that a stuck-open fault will correspond to a par-
tition of a net in just two subnets.

For a net connected to more than two nodes, the
number of faults (i.e., the number of possible partitions
in two subnets) that may exist due to an open connection
is built up by counting the number of possibilities of
opens per type of the resulting net structure. A simple
example for a net with p nodes will be given first:

1. Every node can be isolated from the net, which gives
p possible faults.

2. Every node can stay in connection with one other
node and become isolated from the net as a group.
This gives C} faults (a similar formula as used with
the 2-net shorts).

3. Every node can stay in connection with two other
nodes and be isolated from the remainder of the
original net. This results in C% faults.

4. Etc. until all possibilities have been counted.

If studied for p = 5, the third step is already too much.
A net with five nodes can be split in a group with two

and a remainder of three nodes respectively. The other
solution, a group of three. with a remaining group of
two nodes is exactly the same (step 3). And this also
holds for the following numbers. Therefore counting
will stop halfway the number of nodes. Put in another
way it is easy to count from 1 to (p — 1) and divide
the result by 2. As a formula:

=1

total number of single opens = 0.5 E

i=i

p!
ite(p = 0

In this formula, the i denotes the number of nodes
that is grouped and cut off from the net by the open.
The highest value to evaluate is (p — 1) because if all
nodes are separated, no remaining net exists, and so
no open is found.

This formula can be illustrated by an example, such
as the one shown in figure 3. This figure is a schematic
diagram of two outputs connected to two inputs. The
total number of opens results from the physical layout.

The following definitions are made for figure 3:

output nodes: [0, 1] (represented as a black symbol )
“output” refers to the output of the IC
that drives the net, that is, source.

input nodes: [2, 3] (represented as a white symbol O)
“input” is the IC’s input that reads infor-
mation from the net, that is, sink.

For this case, by filling in the formula, the total number
of opens will be

4 41 4
-3t T3

These 7 different faults correspond to the partitions
represented in table 5. This table shows that, even con-
sidering only nets broken at a single location, not all
the resulting possibilities have to be taken into account,
This is due to the fact that all the situations depicted
will be detected already if each output is checked to
have connection to all inputs. This brings us to the con-
clusion that it is only necessary to consider those open
faults that isolate each output node from the rest of the
net (cases (a) and (b) in table 5).

0.5- = 7 open faults

o
O]

-
@

Fig. 3. A simple PCB net.
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Table 3. Possibie single-location stuck-opens for the net.

output| [0] (1] - - {0,131 (0] [C]
nodes
(net 0)
input| - - (2] | {3) - (21 | (3]
nodes
output| (1] [ (0] [{o0,1)|[0,1)| - (11 | [1)
nodes
(netl)
input|(2,3]|(2,3)| [3) (21 |(2.31] [3] (2]
nodes
visual |&- O 0 —O’o::’—Os 0| =
aid @—ng;‘-—lzgg::‘—O& -O:tl[gto.‘—o :0)—’_((;

(a) (b) (<)

In general, two conclusions can now be made for
testing opens in a net:

I. The number of tests (test patterns) is equal to the
number of connected driving outputs.

2. For correct testing, all receiving inputs on the net
must be read.

The second conclusion, especially, separates opens
from the normal stuck-at faults at inputs. Besides this,
there is again no need to consider only one net faulty
(broken) at each time, that is, deriving vectors for detec-
tion of muliiple stuck-open faults can be done consider-
ing the occurrence of a stuck-open fault in all nets at
once.

6. The Fault Model

For a final conclusion, the fault model to be used for
deriving the test methodology in full-BST boards is a
mixture of three known models with additional remarks
and it will have the following characteristics:

¢ The three fauit types to be considered are:
— stuck-at faults;
— opens {(where it should be specified, if possible, to
which value floating inputs are to be updated to);
— shorts (where either an or-short, or an and-short,
might be specified).
¢ For stuck-open faults, only those faults that isolate
outputs from the remainder of a net are considered,
but these faults may occur on multiple nets at once,
For the short type of faults, and as far as fault detec-
tion is concerned (go/no-go testing of boards), it is
enough to consider only 2-net shorts. However, for

(d) (e) (f) (9)

purposes of fault diagnosis, all shorts between any
number of nets should be considered. The diagnostic
capability of the test patterns can be enhanced if the
type of short is given. When dealing with TTL logic
(and-short), the resulting value that detects a short
is generally a logic 0. This means that as much | as
possible should be present in the test patterns check-
ing and-shorts.

* Multiple faults (including more than one fault type)
on a certain net will not be considered, since at least
one of the faults will always be detected.

6.1, Remarks on Test Pattern Generation

Regarding the structural test approach as a framework
from which the actual steps for testing a board are to
be derived, and considering the descriptions previously
made for building a fault model, it is now time to make
some brief comments concerning the important step of
test pattern generation (TPG). This will in fact be the
basis for a separate paper [16], so this discussion will
not be taken very far.

A first remark to be made for the test methodology
at TPG level is that any vector inserted in the BST part
must obey the following restriction: For any net, and
with the exception of open-collector or open-emitter
outputs, no more than one driving output may be active
at the same time to prevent a short condition on that
net. This rule means that the BST control cells corre-
sponding to the enable signals of tri-state outputs, or
to the direction control signals of bidirectional pins,
should not be initialized in such a way that two or more
outputs are active in the same net. This requests a

S

ci
<O
on

fre
re
ge
pa
O
th
tu
ca

us
on
th,
be
st
th

b

Fi




Boundary Scan Test, Test Methodology, and Fault Modeling 85

safe-state insertion process to fill the right positions
in a BST serial vector before applying the vector to a
circuit. The same remark holds for general outputs that
control enable lines of other devices that communicate
on the same bus.

A second remark is that the restrictions that follow
from the first remark will obviously limit, but not
remove the straight use of pseudo-random test-pattern
generation schemes, or even of deterministic test-
pattern generation schemes (walking sequences. binary
counting sequences as in [6] and [7]). This is because
the patterns will have to be adapted to the circuit struc-
ture, that is, skipping the control cells, and so the appli-
cation of these techniques becomes less efficient.

The last remark concerns an additional difficulty
using BST. The on-board BST test facitity is assembled
on the same board, with the same processes that made
the interconnections. Therefore the test sequence should
be preceded by a check on the validity of the BST infra-
structure itself, the so called BST integriry test. After
this first step (checking the BST infrastructure) the
board interconnect test can be performed.

6.2. Applicarion Example of Fault Model and
Diagnostics

In the following, it will be shown that a set of vectors
may be able to detect all possible faults (i.e., a 100%
fault coverage, within the domain of the actual fault
model), but it may happen that complete fault diagnosis
is not possible. It is thus of importance to consider this
subject here, since it may contribute to validate {or not)
the derived fault model.

The example shown in figure 4 will be used 1o better
describe the relationship between detection and diag-
nosis of faults. This example depicts as a set of 6 nets

net O

Oy > -0
net 1

Ky > O
net 2

O > O
net 3

O > O
net 4

= > O
net 5

@ > Q

Fig. 4. A set ol minimum nets,

of the simplest net topology, but the topology can be
generalized to any other set of net types (including tri
state outputs. bidirectional pins. and multiple inputs)
by considering that this set represents the state of the
circuit at one particular instant of time (one active out-
put, and reading one input at a time).

6.3 Test Patterns

Various patterns have been proposed for fault detection
using BST, such as in Wagner [6] and Hassan et al.
[7]. Some of these patierns result directly from test
methodologies much older than BST (Kautz [8]). These
proposals result from fault models more or less iden-
tical to the one considered here, as can be seen in Wang
et al. [4] and Hassan et al. [7].

A simple test pattern that allows detection of all
stuck-at faults consists of toggling all nets once (by ap-
plying the sequences 1l ... land 00 ... 0). A special
test pattern that also detects all bridging faults is the
binary counting sequence test pattern, which is illus-
trated in table 6, for the example described. It consists
of generating the entier [log.(n + 2)] vectors {n repre-
sents the number of nets; entier means the first whole
number following this result) in such a way that the
sequence of values applied to each net will be the equiv-
alent binary value of the decimal number of the net
(table 6 shows that this goes from the sequence 001,
applied to net 1, up to the sequence 110, apptied to net
6). It is obviously necessary to avoid the all-0 and all-1
sequences of values, as these sequences will not allow
detection of net stuck-at-1 and net stuck-at-0 faults. For
this reason, the number of vectors is given by entier
[log,(r + 2)] and not entier [log.1]. In effect two *“fake”
nets are introduced to ensure that each net can be vector
coded to contain at least one | and at least one Q [17].

It is easy to conclude that the given set of three vec-
tors guarantees a 100% fault coverage, because

* all nets have their value toggled, and thus all stuck-at
faults are detected;

Table & The binary counting sequence test pattern for the example
of figure 3.

NET number 12345@6
Vector 1 000111
Vector 2 011001
Vector 3 101010
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¢ for the same reason (and since all nets have only one
driving output), all stuck-opens are aiso detected; and

¢ any shorts that may exist are also detected, since this
binary counting sequence has the property of per-
forming a binary search for shorts between all nets
{each vector divides all nets in two groups, and
checks whether any short exists between nets from
these two groups).

6.4. Diagnosis

Having seen that a 100% fault coverage is achieved,
it is now advisable to take a closer look at fault diag-
nosis. This section will show that the subject of diag-
nosis is strongly related with test methodology and test-
pattern generation. Considering that in figure 3 a total
number of 33 different single faults could take place
(12 stuck-ats, 6 stuck-opens, and 15 2-net shorts), we
now want to know how precise fault diagnosis can be,
based on the result of applying the sequence of 3 vec-
tors shown.

Concerning the stuck-open and stuck-at types of
fault, it is obviously possible to pinpoint each faulty
net although, in this particular case, because of the sim-
ple nets, it is not possibie to distinguish between the
situations of a net stuck-at and an open net that has its
floating inputs updated to the same value as the result
of the stuck-at fault.

Tabie 7 shows the results of applying this sequence of
3 vectors, simulating the 15 possible 2-net short faults.
It is considered that the short is of the and-short type.
The results on this table show that each sirnulated fault
situation has a unique answer (black underlining). This
does not mean that analysis of these results will, in gen-
eral, allow unique identification of any 2 nets that are
shorted together, since some results can also be caused
by stuck-at faults (but these could already have been
tested for by applying the all-Is and all-Os patterns).

6.5. Multiple-Fault Diagnosis

What will happen when more than 2 nets are shorted
together? Will the result identify 2 of the nets shorted,

Table 7. Results for the 15 possible 2-net shorts (black lines denote the fauly resukt to a test vector).

TEST 1 2
VECTOR SHORT |SHCRT
on net>|123456 1-2 1-3

3 4 5 6
SHORT |SHORT |SHORT |SHORT
1-4 1-5 1-6 2=-3

vect. 1|000111}[fo00111|000111

Q000011{000101(000110(|000111
NI | BEN |

vect. 2|011001}{001001|010001
| I

011001|011001]011000[011001
I

vect. 3|101010f(001010{101010
L

001010({101010(001010|100010
| S | S

TEST 7 8
VECTOR SHORT | SHORT
on net>|[123456 2=-4 2-5

9 10 11 12
SHORT |SHORT |SHORT |SHORT
2-6 3-4 3-5 3-6

vect. 2/011001({001001[001001
| DI |

vect. 1/000111| (000011000101 |000210{000011|000101|000110
| I | S D | S | S | S

011001{010001{010001|011001
I | B

vect. 3|101010((101010{101000
I

101010(100010)101010(100010
] I

TEST 13 14 15
VECTOR SHORT |[SHORT |SHORT
on net>|123456 4-5 4-6 5-6
vect. 1|000111((000112]|000111{000111
vect., 2(011001}(021001/011000{011000
i
vect. 3(101010{12101000(101010(101000
1 IESES— |

},______ -



of
JW

the
i1s
.ult

of
lts.
pe.
wle
his
2n-
dre
~ed
‘en

5).

ed

Boundary Scan Test, Test Methodology, and Fault Modeling g7

Table 8 Results for nets (1. 3. 5) and (1. 2. 3. 4} shorted.

TEST
VECTOR

on net -> 123465

RESULT RESULT
VECTOR VECTOR
short 135 |short 1234

vector 1 ooco1l1l1l

000101 000011
I |

vector 2 01100

010001 000001
I |

vector 3 10101

101010 000010
|

or will it simply be different from any of the results
present on table 7? It is not difficult to find two exam-
ples that show that both things can happen. Table 8
shows that nets (1, 3, 5) shorted will have the same result
as nets (3, 5) shorted, which means that net | would
not be identified as faulty (it would however be detected
after the short (3, 5) was repaired). But the nets (1, 2,
3, 4) are shorted together, the result shows that the cir-
cuit 1s faulty, but it cannot be inferred from table 7 (a
single fault dictionary), which is the pair of shorted
nets, since it is different from all results present on table
8 (some conclusions can however be drawn, by analyz-
ing the result vectors, with respect to table 7).

Two important conclusions should then be drawn
from these comments:

1. For purposes of complete fault diagnosis, it is nec-
essary to include all types of shorts in our fault
model, since it may happen that shorts between more
than 2 nets are not recognized.

2. The binary sequence test patten will guarantee a
100% fault coverage, but it will not allow precise
fault diagnosis, since there are cases possible where
faulty nets are masked for diagnosis.

Taking a closer lock at the result of applying the se-
quence of three vectors shown, when nets (1, 3, 5) are
shorted, we can conclude that net 1 was masked for
diagnosis because:

a. (for vectors 1 and 2) the value on net 1 is already
equal to what would result from the (and-) short be-
tween nets 3 and 5, which means that the value on
net 1 is not influenced because of being involved in
the short; and

b. (for vector 3) since the value on net 1 is equal to
the values on nets 3 and 5, the value on net 1 does
not influence the final result, and thus again remains
undetected. Also,

c. if the driving output on net 1 was stuck at 1, in this
case with the three-net short, this stuck-at 1 would
be pulled down to O and left undetected until after
repair of the short.

This situation would not happen if we had an or-short
instead of an and-short between nets 1, 3, and 5. be-
cause then the value on net 1 would influence the values
on nets 3 and 5 when vectors | and 2 are applied.
Covering both types of shorts may however be forced,
if each vector and its complement is applied to the cir-
cuit, as described in Wagner [6]. Under these circum-
stances, there will be no more situations where the
involvement of a net in a short can be masked for
diagnosis, since there will always be a vector for which
the value on this net will be changed because of the
short. This brings the total number of test patterns to
2 - entier [log,(n + 2)].

REMARK: The masked stuck-at-1 fault on net 1 still
remains unresolved with this double-vector set. If this
3-net short really exists, even the all-1s and all-Os pat-
terns wouid not detect the stuck-at fault. A stuck-at-1
will be masked by an and-short, a stuck-at-0 by an
or-short.

Further studies are still required concerning the ade-
quacy of each specific test-pattern-generation scheme,
as far as fault diagnosis is concerned.

7. Conclusions

This article covers the area of fault modeling that is
to be reviewed with respect to the new test methodology
on board level: Boundary Scan Test. As seen, the fault
model is not completely new, but the approach is ex-
tended to support detection and diagnosis of faults on
PCBs. On the other hand, the introduction of the BST-
net implies some reduction of the level of diagnostic
accuracy. The following points of interest can be drawn
as the major conclusions:

* Because of being “electronic,” the BST test facility
always needs power. This means that the relatively
safe in-circuit unpowered interconnect test is no
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longer possible. Serious faults found during initial
testing might have to result in an immediate power-
down action.

* BST technology is a one-level test sclution, applica-
ble to any level but without a description of hierar-
chical connections.

* Translating open faults and shorts to logical fault
models will be technology dependent, because float-
ing inputs will be updated to values that depend on
the type of IC technology being used and on fan out
and loading conditions that arise on a faulty net.

¢ Diagnostic capabilities of a set of test vectors can be,
based on the applied model, dependent on the tech-
nology used on the board under test,

® BST, because of total accessibility, guarantees the
possibility of full detectability but not full diagnosis
to the level of field replaceable units (FRUs).
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