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ompanies face many challenges. Especially in the last two decades, the

business world has been marked by globalization, continuous tech-

nological development and fierce competitiveness, a context which
emphasizes the role of information as a strategic asset and resource in organi-
zations. The phenomenon of information, inexorably linked to information and
communication technologies (ICT), has profoundly characterized this scena-
rio because, as Ribeiro (2005) states, technology is no longer a mere resource
or a tool that aids in processing and retrieving information, but has become
inseparable from it throughout its whole life cycle: production, processing,
use and storage.

The impact of digital technologies is visible and transversal to all aspects
of individuals’ existence, companies and organizational processes themselves,
with profound changes in the way people and companies relate and interact.
The ongoing digital transformation breaks down barriers and technology is
able to help creating innovative products and services and more effective and
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efficient ways of working, therefore contributing to greater effectiveness and
efficiency for both workers and organizations (Rogers, 2017). However, despite
this transformation, carries a multitude of possibilities, it also poses challenges
that should be analyzed and reflected upon in order to identify ways of assisting
organizations to face and respond competently to these new scenarios.

Considering this reality and the widely recognized importance of infor-
mation and digital technologies, this chapter is part of a broader study of small
and medium-sized enterprises (SMEs)' in the North and Centre of Portugal
as part of the project Information Management and Digital Culture in Indus-
trial SMEs in Portugal: Behavior, Memory and Innovation (GIPMEI). The data
presented was collected through a survey and aims to analyze the use of digi-
tal by these companies, namely the areas whose business processes are carried
out with the support of information systems or digital platforms, the types of
systems used, the use of social media and to assess whether these companies
have already recorded incidents related to information protection and security,
as well as to identify implemented measures.

The importance of this research may be observed, as highlighted in the
Davos Report (WEF, 2023), in the fact that the true value of information lies in
the knowledge that might be obtained and in the strategies that may be fostered
through it. In this sense, the use of information systems is fundamental for
SME:s to use information strategically for the business, a condition that must be
combined with two other factors: the existence of staft designated to supervise
operations related to Information Technology (IT) and information security,
as well as a team of employees qualified for its critical use.

1 Within the category of Small and Medium-sized Enterprises (SME) there are the medium-
-size enterprises, which employ fewer than 250 persons and whose annual turnover does
not exceed EUR 50 million, and/or an annual total balance sheet not exceeding EUR 43
million. A small enterprise employs fewer than 50 persons and has an annual turnover and/
or annual total balance sheet not exceeding EUR 10 million. A microenterprise employs
fewer than 10 persons and has an annual turnover and/or annual total balance sheet not
exceeding EUR 2 million.
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The study developed also aligns with the purposes of the European Commis-
sion, who defined the Digital Decade Policy Programme? aiming to build
Europe’s digital future and established, as one of its pillars, the need for the
digital transformation of companies. In this aspect, we highlight that this
programme established as a target for 2030, that over 90% of the SMEs reach
at least a basic level of digital intensity. It is also important to emphasize that
achieving this objective is inseparable from developing basic digital skills, as
well as from the existence of safe and sustainable digital infrastructures.

We must consider these highlights because despite being a movement
that has been structured since 2014 (with the establishment of regulations on
Cybersecurity, Data Protection, among others) (European Commission, 2020),
some goals are below expectations, regarding both the European Union and
the Portuguese reality. In 2022, for example, 69% of small and medium-sized
companies in the European Union (EU) achieved basic digital intensity, an
index that is approximately 20% below the ambition defined for 2030. This
diagnosis is compounded by the fact that “the majority of SMEs had a low level
of digitalization, with 31% recording a very low level, and 38% a low level of

3»

Digital Intensity Index®”.

Portugal, which is placed on the tenth position in this statistic, has, however,
mobilized to change this scenario, by establishing digitalization as a strate-
gic priority, since the country considers this is essential for the its economic
growth. Through initiatives such as the Digital Transition Action Plan, a docu-
ment prepared by the Portuguese state aligned with the purposes of the Euro-
pean Commission, digitalization has been regarded as the engine capable of
promoting the country’s transformation.

The commitment to this pillar of digital transformation of the business
sector is essentially based on measures and actions which provide support for

2 More information can be found at https://commission.europa.eu/strategy-and-policy/
priorities-2019-2024/europe-fit-digital-age/europes-digital-decade-digital-targets-2030_pt

3 For more information about the Digital Decade goals for Europe, see https://ec.europa.
eu/eurostat/statistics-explained/SEPDF/cache/108644.pdf
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investment, encouragement of the digitalization of companies, and awareness
and training particularly to SMEs, which represent the core of business sector
and employment in Portugal, and the development of initiatives that contribute
to the consolidation of scientific and technological business knowledge (Plano
de Agdo para a Transi¢ao Digital de Portugal, 2020).

GIPMEI is therefore based on the perspective of consolidating scien-
tific knowledge with the aim, based on the studies by Estrela (2016) and
Pessoa (2016), of supporting and enabling SMEs to adopt good information
management (IM) practices aligned with the implementation of information
and communication technology strategies that adequately support them to
improve their performance. As a consequence of this initial step, the studies
carried out at GIPMEI have sought to diagnose the problems and to identify
and propose technical and technological solutions that are more suited to
the characteristics and needs of Portuguese industrial SMEs. However, these
actions involve not only implementing strategies, but above all understand-
ing the added value of information as an organizational resource that needs
to be managed to create value.

INFORMATION MANAGEMENT: THE INVISIBLE ASSET

Despite the widespread turmoil between information and information
technology which leads to the hasty association between the use of computers or
digital devices and information, a misconception that is added to an older one,
which is that of confusing information with news®, creating, organizing, storing
and using documents, containers, and contents (or verbal, written, numerical
or audiovisual information, etc.) — it is something that any entrepreneur, no

4 There are many examples of this misconception, such as the disclosure short book by Fer-
nandes (2011). In the chapter “O papel da informa¢ao numa democracia liberal” (The role
of information on a liberal democracy”), the heading is a sentence by Thomas Jefferson: "If
I had to decide whether we should have a government without newspapers or newspapers
without a government, I would not hesitate for an instant to prefer the latter" (Fernandes,
2011, p. 40). Information is used strictly as a synonym for the press, newspapers, and media
in general.
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matter how small (due to the size of their company), tends to neglect, to let
flow, investing little or poorly in valuing it. This behavior, which the GIPMEI
research project aims to investigate in depth, is the opposite of the requirements
of the cyclical process of information management, a process which, in the field
of Economics and Management and (Technological) Information Systems, is
being replaced by knowledge management. Drucker defined it as the ability to
manage, discover, map, classify, capture, distribute, create and retain knowl-
edge efficiently, effectively and competently so that an organization might gain
a competitive advantage over others in order to generate profit and ensure its
survival and expansion in the market (apud Carvalho; Gouveia, 2023, p. 46)°.

However, this definition is tarnished with a from a misconception that
should be clarified from the start: this knowledge is cerebrally produced and
externalized. In other words, it is explicit and not tacit or implicit and, in this
sense, there is no way to separate it from information, understood as a structured
set of codified rational or emotional representations (sign and symbol) shaped
by social interaction, capable of being recorded on any material support and
capable of being communicated synchronously or asynchronously and uni or
multi-directionally (Silva; Paletta, 2022, p. 12). They are mental and emotional
representations of any kind materialized in any support (paper or digital) and
human activity, no matter what the situation, context, and socio-political envi-
ronment, generates an infocommunicational flow that is the object of Infor-
mation Science, understood as a “social science that investigates the problems,
issues and cases related to the perceptible and cognizable infocommunicational
phenomenon through the confirmation of the properties inherent in the genesis
of the flow, organization and informational behavior. A science that studies an

5 Inthe same work, the concept of Ba is explained: “creation of a Knowledge Sharing Space”
conducive, consequently, to knowledge management, but which necessarily includes
information management: “Information Management is (must be) one of the concerns of
the most informed and active organizations from an economic point of view”, according
to Gouveia (2012, p. 63). For the author, in this sense, considering the economic value for
organizations, “it is necessary to ensure the processing, organization, and preservation
of information, both at the individual level and, more challenging and crucial, at the level
of the organizations themselves” (Gouveia, 2012, p. 62).
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entire process from the origin, through to the collection, organization, storage,
retrieval, interpretation, transmission, transformation and use of information”
(Silva; Paletta, 2022, p.12). It is an applied social science that, inherited from
technical-professional disciplines (Archival Science, Librarianship, Documen-
tation and Museology), now integrates them into its unified field, as well as a
substantial part of the Information Systems area, because the genesis, orga-
nization, retrieval, and use of information is increasingly done and will tend
to be hegemonic using digital technology. This fact means that the scientific
dimension is at the basis or root of the practical performance embodied in
the profile of the information manager, the professional of the present and
the future, a professional who absorbs various functional designations such
as content manager and data manager into their skills.

Information and knowledge management, the practical and professional
role of the Information Science graduate or master, has become key to the daily
functioning and competitive performance of organizations or companies and
this is not something recent, if we go back at least as far as the 19th century and
witness the emergence of professionals called “bookkeepers” in charge of writing
or commercial bookkeeping, i.e. accounting records that will evolve but whose
foundations date back to that time and have earlier roots. Bookkeeping was done
on paper books and today all the information and communication activity of
micro, small, or medium-sized companies is generated on a technological medium
that shapes and conditions the contents but does not alter their nature. The digital
platforms created to produce, process, classify, store, and retrieve information
are only useful and have an impact on the success and competitive performance
of companies if there is an effective match between technology and information.

This is not the only aspect, nor does it exhaust the complex problem of
information management in SMEs, but it is undoubtedly an urgent issue that
causes a lot of entropy and serious expense, which micro and small companies
in particular must avoid at all costs. A key example of this is the acquisition
of software that is compatible with other complementary IT solutions, to
achieve interoperability between systems and not to block them or incur
unnecessary equipment costs. As an alternative to proprietary digital document
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management platforms, there is the so called free or open-source software,
which also requires dedicated and specialized staff, which always implies an
expense under the human resources heading. To avoid this expenditure, it is
common practice for small business owners to assign their accounting activities
to external accounting offices — they outsource this function, but in doing so
assign document possession to third parties and once the mandatory retention
periods for tax and economic control purposes have expired, the way is quickly
paved for their disposal and with it the absence of memory in the company — a
not insignificant factor for competitive performance in the market.

Adapting technology to information management therefore implies a
detailed diagnosis of the reality and, as a result, a flexible plan of varied solutions,
all of which converge towards a single goal: to place the company on the road
to sustainability and legal, healthy success in the market in which it operates.
GIPMEI focused on a segment of small and medium-sized companies, the
industrial sector, limited to two regions of Portugal, which we present in brief
in the following section.

INDUSTRIAL SMES IN THE NORTH
AND CENTER OF PORTUGAL

SMEs play an essential role in national economies and, in the case of
Portugal, according to data from the National Statistics Institute (INE), in
2021, they represent 99.9% of the companies, they were responsible for 60.1%
of the country’s turnover and employed 78.5% of the Portuguese workers.
As the focus of the research is on SMEs in Section C of the Classification of
Economic Activities (CAE) (Rev. 3) in the North and Central regions of Portu-
gal (N&CR)S, it should be noted that of the 67 317 national companies active in

6 We follow the Nomenclature of territorial units for statistics (NUTS), which is a geo-
graphical nomenclature subdividing the economic territory of the European Union into
regions at three different levels (NUTS 1, 2, and 3 respectively). The North and Center
regions are two of the 7 Portuguese level 2 units, corresponding to around 54% of the
Portuguese territory, with 56.2% of the population residing in Portugal concentrated
within their borders, with an average of 124.6 inhabitants per km2 (11 .7 higher than the
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the manufacturing industry (Table 1), 73.1% (49 233) are located in the N&CR,
employ almost 79% of workers and are responsible for 63.2% of the turnover
of national companies in this section. Companies in section C of the CAE
account for 7.2% and 6% of the business in NR and CR respectively. In terms
of the size of these companies, 99.4% are SMEs, of which 96.4% are micro and
small companies and 3.6% are medium-sized. Only 0.6% of the companies in
section C in 2021 were of large dimension.

These figures highlight the importance of these companies and their
predominance in the N&CR. The choice of these companies is mainly due to
these figures and the strategic importance that the industry has in the national
economy, with a strong impact on Portuguese exports since section C was
responsible, in 2022, for 93.3% of national exports (Ministério da Economia
e Mar: Gabinete de Estratégia e Estudos, 2023, p. 32). They also stand out for
their survival rate, which is higher than that of the other companies, making
them important cases for study.

However, despite the important role of SMEs in the Portuguese economy,
these companies have limitations, such as a shortage of qualified financial, mate-
rial, and human resources, and low intensity in technology and innovation,
among others, which is a constraint on their economic growth and is reflected
in the indicators of the country’s improved competitiveness. These limitations,
according to the exploratory study conducted by Estrela (2016), condition the
ability to act and compete in the markets and require SMEs to be creative and
responsive both to constant transformations and to the difficulties arising from
the volatility and competitiveness of the markets.

national average). They are the second (Center) and third (North) most extensive and
the first (North) and third (Center) most populous regions in Portugal. All together they
totalize 186 (60.4%) of Portuguese municipalities (Total: 308).

In economic terms, according to National Statistical Office (INE) data for 2021, those two
regions were accountable for 49.3% of the Portuguese Gross Domestic Product (GDP),
being respectively the second (North) and third (Center) largest contributors to the national
economy after Lisbon metropolitan area (35.6%). Despite this situation, the North region
has the lowest gross domestic product per capita (€2 681 less than the national average) of
the seven NUTS II and the Center region is the fifth (€2 475 less than the national average).
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METHODOLOGY

The presented data was taken from an ongoing study on Information
Management and digital use in industrial SMEs in the North and Center
regions of Portugal. Based on the studies by Estrela (2016) and Pessoa (2016),
the themes on which the survey should be created were identified, and sections
of questions relating to Information Management, Information Behavior
and Literacy, Security and Technology, Memory and Archives and Digital
Culture were defined. This paper will present and discuss the data obtained
on Technology and Security.

The survey was initially administered online, through the limesurvey
platform, and this approach was complemented by distribution and face-to-
face collection. The online and face-to-face distribution, which began in the last
months of 2022, was complemented, from January 2023, with individualized
approaches to companies, by phone contacts and face-to-face visits and
subsequent emailing, which took place until September 2023. This alternative
is in line with what Ghiglione and Matalon (2002) advocate regarding the
possibility of complementing data collection with indirect face-to-face surveys,
depending on the success achieved with this instrument (response rate and
observational strength of the sample). Thus, by combining these strategies,
136 responses were obtained. The data was processed using the Statistical
Package for the Social Sciences (SPSS) software, version 29.0, and is presented
using graphs. Whenever there are multiple alternatives to choose from, the
percentage is calculated by dividing the number of “Yes” answers by the number
of companies which answered.

CHARACTERIZATION OF THE RESPONDENTS

As far as the respondents on behalf of the company are concerned, there
is a certain degree of gender balance, with 55.7% male and 44.3% female.
Their ages vary between 23 and 67, with 85 (75.9%) of the respondents aged
between 36 and 55 (Figure 1). Regarding the position held in the company, the
majority of respondents (67.5%) hold management positions (Directors, CEO,
Managers, Managing Partners, or responsible for specific areas), around 30%
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top management, and 37.7% are directors of specific areas (especially financial
directors — 18.4% of total respondents). In 16.7% of cases, they hold positions
in the administrative area, 5.3% are accountants and the remaining 10.5% are
technicians (namely salespeople, and textile designers, among others) or only
mention the departments in which they work.

Concerning the number of years that they have worked in the company
this number varies between less than 1 and 42 years. Of particular note are the
32 (28.8%) who have worked for the company for more than 1 year and less
than 5 and the 26 (23.4%) who have been at the company for between 6 and 10
years (Figure 2). About the highest level of education they had attended, higher
education courses stood out (81.5%). 2.5% of respondents were enrolled in a
Ph.D., 49.6% in undergraduate courses, 23.5% in Master’s, bachelor’s (1.7%),
(0.8%) MBA, postgraduate (0.8%), and Higher Professional Technical Courses
(2.5%). The remainder were in the 9th Grade (5.9%) and 12nd Grade (12.6%)
of Secondary Education.

In terms of geographical distribution, 38.2% of responses were obtained in
the North and 61.8% in the Center (Figure 3). The highest number of respon-
dents was obtained in the municipality of Agueda (22.8%) in the Center Region,
followed by companies located in Santa Maria da Feira (9.6%) and Vila Nova
de Famalicao (8.1%) in the North Region. Among the respondent companies,
12.5% are micro-enterprises, 60.3% are small companies and 27.2% are medi-
um-sized companies. As for the year in which they were founded, 45.4% were
founded between 1981 and 2000 (especially the decades 1981-1990, with 22.8%
and 1991-2000, with 21.3%).

Information Management of SMEs in Portugal (North and Center)
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Figure 1 — Age group (N=112)
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Figure 2 — Seniority in the company (N=111)
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Figure 3 — North and Center Regions

Center Region
61,8%

Source: authored by.

PRESENTATION OF RESULTS

It’s consensual that changes in technology and new innovative business
models have transformed social life and business practices. As Laudon and
Laudon (2020, p. 43) highlight

In order to operate, businesses must deal with many different
pieces of information about suppliers, customers, employees,
invoices, and payments, and of course their products and services.
They must organize work activities that use this information to
operate efficiently and enhance the overall performance of the
firm. Information systems make it possible for firms to manage
all their information, make better decisions, and improve the
execution of their business processes.

In today’s business landscape scenery, IT capabilities, including information
management and analysis, have become indispensable for supporting operations
and achieving business objectives in all companies. To this end, data on the
use of IT systems and information security in Portuguese industrial SMEs is
presented and analyzed (WEF, 2023).
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Information systems used in SMEs

The vast majority of companies surveyed (96.9%) state that they use
information systems (IS). The remaining 3.1% (4) justify that they don’t
use them because a) the company functions appropriately and does not
need to implement these systems); b) employees do not have the required
knowledge to work with certain systems; and c¢) implementing IS is complex
and involves risks.

Overall, as Figure 4 shows, the SMEs surveyed carry out organizational
processes in various areas using IS. The areas that stand out are Accounting
(82.7%), Commercial (78.7%), Personnel Management (67.7%), Inventory
(66.1%%), Human Resources Management (63%) and Production (58.3%).
Of the listed areas, the ones that make the least use of IS are Customer Service
(49.6%) and Marketing (44.1%).

Figure 4 — Use of information systems (areas) (N=127)

Other l
Marketing
Customer service
Production
HR management
Inventory management
Personnel management
Sales
Accounting

B Yes No

Source: authored by.

In a multiple choice closed question, it is possible to assess the existence of
different levels of digitalization of companies, with 30% of companies stating
that processes in the main areas are executed using digital technologies but, on
the opposite side, 4.8% stating that they only use it in an area, with emphasis on
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the Accounting area; 6.3% have two computerized areas or the 19% that have
only 3 computerized areas, highlighting, in addition to accounting, production
and inventory or sales and customer support. These figures seem to demonstrate
the difficulties that are frequently underlined, especially for smaller companies
in their digital transition process. This idea seems to be corroborated when
analyzing the data relating to the information systems used by the Industrial
SMEs of N&CR in Portugal.

Figure 5 — Types of information systems used by the companies (N=127)

Others
BI
CRM
SCM 29,9%
RM & workflow
ERP

CAD 50,4%
MIS 62,2%
TPS 71,7%

B Yes M No

Source: authored by.

The main information systems used by the companies surveyed, as can
be seen from Figure 5, are:

1) transaction processing systems (TPS) (71,7%) — typically, an organi-
zation can use several of these systems to perform specific and routine
tasks, namely, to process sales order entry, payroll, or employee record
keeping.

2) management information systems (MIS) (62,2%) — this system summa-
rizes and reports on the company’s basic operations using data supplied
by TPS. They allow to obtain regular and summarized reports on the
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company’s current performance, based on information gathered on
stocks, production, and accounting, and to compare it with forecast
performance.

3) computer-aided design systems (CAD) (50,4%) — these systems allow
engineers and other professionals to digitally create 2D drawings and
3D models of real-world products before they’re ever manufactured.
They make it possible to share, review, simulate, and modify designs
easily. In this way, they enhance innovation and the creation of differ-
entiated products that get to market fast.

4) enterprise resource planning (ERP) (40,9%) — this type of system inte-
grates the main areas of the companies, namely “business processes
in manufacturing and production, finance and accounting, sales
and marketing, and human resources into a single software system”
(Laudon & Laudon, 2020, p.53).

5) records management (RM) systems and workflow (32,3%), which
make it possible to archive and classify documents in digital format.

6) supply chain management (SCM) (29,9%) — those systems help the
firms to manage their relationships with their suppliers. It helps suppli-
ers, purchasing firms, distributors, and logistics companies share
information about orders, production, inventory levels, and delivery of
products and services so they can source, produce, and deliver goods
and services efficiently. According to Laudon and Laudon (2020, p. 54)

The ultimate objective is to get the right amount of their prod-
ucts from their source to their point of consumption in the least
amount of time and at the lowest cost. These systems increase firm
profitability by lowering the costs of moving and making products
and by enabling managers to make better decisions about how
to organize and schedule sourcing, production, and distribution.

7) customer relationship management Systems (CRM (25,2%) — this
type of system helps manage the relationship between the companies
and their customers. They
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provide information to coordinate all of the business processes that
deal with customers in sales, marketing, and service to optimize
revenue, customer satisfaction, and customer retention. This
information helps firms identify, attract, and retain the most
profitable customers; provide better service to existing customers;
and increase sales (Laudon & Laudon, 2020, p. 54).

8) Business Intelligence (BI) (11%) — this type of system refers to data
and a set of tools that allow to organize, analyze, and provide access
to data that will support the managers and other enterprise users in
the process of decision-making.

Four respondents (3.1%) gave other answers, and in two cases they
mentioned two Portuguese suppliers of business management solutions, which
encompass several IS.

These results show that a company uses different and various systems
simultaneously but with a particular focus on the most basic systems such
as TPS, a system that performs and records the daily routine transactions
necessary to conduct business and that are critical for the business. On the
other hand, we can see that several companies mentioned enterprise systems
integrate, such as ERP, SCM, and CRM, which are the key internal business
processes of a firm into a single software system to improve coordination and
the process of decision-making.

Based on these results, several questions emerge, namely, with all the
different types of systems used by the companies how those companies manage
all the information in these different systems, how to minimize costs and ensure
that all these different systems can share information and help the managers
and the employees to be able to coordinate their work. As a result, there is a
need to deepen these initial findings in order to obtain answers and a greater
understanding of these issues.

In a more specific analysis to assess the number of systems used in each
of the companies participating in the study, we observe that, in 18.9% of cases,
participants state that they use only one of the systems listed, highlighting TPS
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(7.4%), CAD (2.5%), and MIS (2.5%). There are, however, cases of companies
that only use CRM (0.8%), ERP (1.6%) or SCM (2.5%) systems.

This data, once again, seem to demonstrate, on the one hand, the need
and effort that has been made in the digital transition process but, on the
other, the long road to be taken by SMEs in Portugal. The 20-percentage point
difference between data on the digital intensity level of 2022 (69%) in SMEs
and the European target for 2030 (89%) (Eurostat, 2023) is clear evidence of
this gap, that should be recalled.

Information System management
(responsible) and respective training

Keeping in mind that there are many ways in which the IT function is
organized within the firm, namely that a very small company will not have a
formal information systems group, we asked whether industrial SMEs in N&CR
have an IS manager and, if they do, which areas of training or whether it is an
internal employee or whether they outsource this service.

In 71.1% of companies there is someone responsible for IS management,
while in the remaining 28.9% there is no person assigned to this role. In the case
of the former, in 60.4% of cases they are external workers and in the remaining
companies (39.6%) they are internal employees who carry out the task and are
responsible for managing the IS.

Internal employees responsible for IS management have training in Infor-
matics or Information Technologies (48.9%), Information Systems (26.8%),
Management (17.1%), Engineering (4.8%) or Accounting (2.4%) (Figure 6).
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Figure 6 — Training area of the computer systems
manager: internal worker (N=36)

Accounting I 2,4%

Engineering l 4,8%

Management - 17,1%
Information Systems _ 26,8%

Source: authored by.

WEB environment

Regarding the presence in the digital world, the majority of companies
have a website (83.1%) and 12.5% say they have an online store. It is also noted
that 54.4% regularly use social media, globally they use several (between 1 and
8 different social media). 14.9% of firms use only one social media, in 31.1% of
cases they use 2; 37.8% use 3 social media; 5.4% use four and the remaining 10.8%
use between 5 and 8 social media. The most used, as can be seen in Figure 7, are
Facebook (81.1%), LinkedIn (66.2%), Instagram (62.2), and WhatsApp (36.5%).

When asked about the objectives that lead them to use social media, we
observe that SMEs do so for different and multiple reasons, with the main moti-
vations being “To promote their products” (87.8%); “To make the company
known” (74.3%); “To promote proximity to customers” (63.5%); “To attract
new customers” (54.1%); “To recruit new workers” (40.5%) and “To research
information about customers, suppliers, competitors” (25.7%)’.

7 According to Eurostat’s data (2023), in 2021, 59% of businesses in the EU used social media.
However, differences emerge depending on the size of the business, with large businesses
(83%) making more use of social media compared with SMEs (58%). In Portugal, the
average use of social media, in the SMEs is 57,5%, very similar to UE’s average (in the
case of large businesses Portugal presents an average of 84,2%). The most popular types of
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Figure 7 — Social media used by SMEs (N=74)

Others W 7A%) 97,3%
Tik Tok gLz 98,6%
Twitter/X [Rel/) 93,2%

YouTube L2 91,9%

Pinterest L% 91,9%

WhatsApp 36,5% 63,5%

Instagram 62,2% 37,8%

LinkedIn 66,2% 33,8%

Facebook 81,1% . 18,9%

HYes ® No

Source: authored by.

STORAGE AND ACCESS

Most of the companies (92.9%) that responded to the question state
that they have information on paper and digitally. Of the remaining compa-
nies, 4.8% declare that they only have information on paper and 2.4% only in
digital format (Figure 8).

When asked in a multiple-choice question about how the company stores
its information in digital format, the 120 respondents to this question showed
that it is stored on:

+ local servers with “cloud” backups (in 50.8% of companies that
responded);

« workers’ computers (44.2%);

social media among businesses are social networks such as Facebook and LinkedIn (56%
of businesses) or multimedia content-sharing websites such as YouTube and Instagram
(28%) (Eurostat, 2023).
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o local servers, located on the company’s premises, without backup
copies (42.5%);

o virtual servers, which are stored in the cloud (24.2%);
« external disks or other similar devices, such as pen drives (22.5%);

« local servers, located on company premises with backup (0.8%).

Figure 8 — Information formats (N=126)

Paper; 4,8% Digital; 2,4%

Paper and
Digital; 92,9%

Source: authored by.

Regarding the access to digital information by workers, we observe that
to access:

« to computers, workers have to enter the user’s name and password
(in 82.5% of the companies);

o tolocal and/or virtual servers (“in the cloud”) it is necessary to enter
the username and password (51.7%)

« computers do not need a username and password (5%);

o other (“the information in question is accessed directly or the person
responsible for that type of information is subcontracted) (0.8%).
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Despite the ubiquity of digital and the use of digital technologies, information
on paper continues to coexist with digital. Thus, 97.7% (123) of companies have
information on paper or on paper and digitally, with:

59.3% of respondents to this question state that the company stores
paper information in cabinets and/or shelves near employees’
workplaces;

59.3% in room(s) or space(s) dedicated to archiving information;

13.8% stated that this information is stored in facilities outside the
company.

Regarding the access to this information, opinions are divided, less than
half of the responding companies (39.8% of the 123 respondents) do not have
standards or procedures and 32.5% have standards or procedures. 38.1% say
they have specific rules and procedures that determine what information can be
accessed and by whom (for example, the need to record on a form the consulted
information, the date and who consulted it). Only in 11.4% of the cases there
is limited access per employee or area.

INFORMATION SECURITY

When asked if they already had information security incidents, 80.3%
affirm they haven’t suffered any problems. The remaining companies 19.7%
(25) identified one or more types of occurrences:

Unavailability, non-operation and failures of computer systems (44%);
Loss of data in digital format (40%);

Virus and/or ransomware (condition or prevent access to computers
and information, in which, sometimes, the payment of a ransom is
required to recover access to) (32%);

Human error (misuse and damage to systems or destruction of
documents) (20%);
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 Loss of paper documents (16%);
o Identity/data theft (12%);

« Improper access (access to information for which the individual does
not have permission) (4%).

53.8% of the companies surveyed affirm that they have someone responsible
for information security. In 57.1% of these, the person in charge is an external
worker and in 42.9% an internal employee. Looking at Figure 9 we can state
that the most common area of training origin is Informatics or Information
Technologies (71%). The remaining people responsible have training in
Management (19.4%), Accounting (3.2%); Electronic Engineering (3.2%);
and in one case an administrative (3.2%).

Figure 9 — Areas of training of the information
security responsible: internal worker (N=30)

Electronic Engineering l 3,2%
Accounting l 3,2%
Administration l 3,2%
Management _ 19.4%
Informatics or IT _ 71,0%

Source: authored by.

In a comparative analysis, no relationship was identified between
information security problems and the size of the company (medium, small
or micro). No statistically significant relationship was also identified between
the size of the company and the classification of information by access levels
(public, internal, restricted or confidential). However, there was a tendency
for this classification to not exist in micro-enterprises.
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FINAL CONSIDERATIONS

Based on the data obtained, it is firstly important to analyze with due
concern the fact that a significant percentage of companies — 60.4% — dele-
gate the management of IS to external workers. This analysis, even considering
that there is a predominance of transaction processing systems, which often
carry out operational work and/or the minimum regulatory or bureaucratic
work required of companies, causes the concern mentioned above, as it dele-
gates the operation of isolated and group data, as well as digital processes, to
third parties, potentially not allowing them to fully learn security routines and
events. These steps are essential for understanding the minimum structuring
of management in organizations and point to future studies in terms of profes-
sional training and the structuring of information technology service contracts,
which allow for the inclusion of interactions and communications regarding
the development and retention of procedures and routines such as security,
risk sampling, and identification, the development of operational procedures,
interactions with end users (aimed at receiving market signals), among others.

Secondly, there is evidence of what may be considered incipient use of
social media, with a large concentration on publicizing companies (87.8%),
with a smaller number considering them as channels for reaching customers,
implementing an offer process with increased added value that takes advantage
of digital platforms and social media as constituents of business platforms. This
evidence motivates us to think, in terms of future projects, that entrepreneurs,
collaborators, and business agents should be exposed to current forms of inte-
grating services into platforms, such as the typical case of several existing busi-
nesses in the Instagram environment. Given the flexibility, relative security,
and dissemination of this platform, it becomes important to understand how
it can be applied for this integration, with aspects discussed below.

In the Instagram environment, as with other digital platforms and social
media, there is the possibility of integrating basic content display functions
— such as text, audio and video — with encouraging, planned and correctly
targeted display as well as complementary functions that can add substantial
value to interactions with customers. Of particular note in this regard are the
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functions of payment servers, distribution and delivery, where platforms can
integrate “long tailed”, composite offers in a way that is transparent to custom-
ers. In this context, entrepreneurs can really focus on periodically publishing
(with effective communication planning) contents about products and services,
communicating with customers and offering value, while other services are
included in a simpler way, using resources available in the environment itself.

In addition, there is the possibility of collecting, receiving and processing
data on interactions with potential and current customers, ranging from simple
summaries of “likes” and “dislikes” to powerful analytics that effectively make
it possible to study routing, navigation, and decision-making patterns typical
of customers browsing websites or applications.

Subsequently, we observe the adoption of physical support X paper — in
conjunction with digital for storing information. These signs suggest that, in
order to grow both horizontally — in terms of scale — and vertically — in terms
of specialization — in terms of the value on offer, two concomitant processes
should be carried out by companies: 1) digitization of collections, allowing
what is already used on paper to be systematized and stored on digital media;
and 2) the use of media to switch to a digital environment.

Looking at these two processes, (1) — Digitization is currently the subject
of widespread discussion, as is the provision of services by third parties, and
companies may be motivated, for example, to extend contracts already in force
to gradually include means of digitizing collections, interactions and content
arising from customer service.

With regard to the second process, (2) — Means of change, it is interesting
and opportune to evaluate cloud computing offers, which are in the process of
maturing, and which can offer gradual progression, starting with the immedi-
ate and basic function of integrating files and making them available through
multiple, authorized and tracked access, reaching virtualization environments,
where even services for composing application platforms, artificial intelligence
(mainly machine learning), emulating computing environments and distrib-
uting processing are already available, including cost management, budgeting
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and security mechanisms that allow entrepreneurs to spend less time and over-
all effort monitoring technological platforms.

Regarding information security and data privacy, a few points stand out
in the results of the survey. Firstly, contrary to what one might think, informa-
tion security is not synonymous with IT security. When analyzing information
security and data privacy standards, especially ISO 27.001, the starting point
for an efficient information security project is to analyze the business context to
strategically align the organization’s business, using the information obtained
to improve performance and, consequently, choose the technologies that will
support the entire process. In Pessoa et al. (2106), this relationship between
information and the business, supported by technology, is evident and allows
us to see that, with the right information, available to the right people, the
operational result will be superior. Thus, the need for protection is vital, as it
is information which will enable managers to make better decisions.

Imbued with this concept, it is somehow peculiar to notice that in the
survey performed, the areas that use information technology the least for busi-
ness are customer support and marketing. These are areas which need a lot
of information about the market, the customer, competitors, employees and
strategies, in order to create solutions (services and/or products) that are better
suited to their customers’ current requirements.

Another point worth of note in the analysis is the fact that 80.3% of
those interviewed believe that they have never had any information security
problems. It is of the utmost importance that managers undergo training in
data security and privacy, to raise awareness of protection. In the majority of
cases, information is assigned to people who cannot access it, not by electronic
tools, but in simple informal conversations. It should also be remembered that
a lot of information is on paper. Incidents of access to information on paper
are increasing significantly.

The results show the reality of how companies deal with paper-based
information. According to the respondents, 59.3% store paper in cupboards
and/or shelves near employees’ workplaces, the same percentage of companies
that also do so in room(s) or space(s) dedicated to archiving information and
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13.8% said that this information is stored in facilities outside the company.
Data also demonstrates the situation regarding access to information: 39.8%
have no rules or procedures for access, 32.5% say they have specific rules and
procedures which determine what information can be accessed and by whom
(for example, the need to record the consulted information, the date and who
consulted it on a form) and only in 11.4% of cases is access limited by employee
or by area.

This reality makes tracking access to information on paper complex,
generating security incidents which, more most of the times are unnoticed by
managers. Furthermore, it is always wise to remember that a “simple” email
sent to the wrong recipient should be considered a security incident. With
all this, it is possible to note that, if this awareness of protection concepts
and greater knowledge of incidents existed, this figure of 80.3% cases would
decrease exponentially.

From the point of view of security linked to information technology,
some aspects also deserve attention. According to the interviewees, 44.2% of
the companies surveyed store information on workers’ machines, 42.5% on
local servers without proper backup copies, and 22.5% on external disks (such
as pen drives). These practices show that there is no basic concern for security
and protection, which would be copies of information.

In no case was there any mention of information classification, business
continuity plans or crisis management, which demonstrates a great opportu-
nity for research and work in organizations that will enable them to have better
control, protection and consequently better results.

Finally, as highlighted by Estrela (2016) and Pessoa (2016), the research
pointed to the need to support and enable SMEs to adopt good IM and ICT
practices, which support them adequately, in order to improve their perfor-
mance, as well as the importance of making entrepreneurs aware of the added
value of adopting these good practices. The urgency of promoting training for
managers and workers (developing information and technological literacy skills)
and the intervention of information managers in organizations to diagnose
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problems, identify and implement the technical and technological solutions
best suited to the characteristics and needs of companies were equally realized.
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